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Giris

Bu senad Azarbaycan Respublikasinda Agiq Bankgiliq tanzimlama ¢argivasinin bir hissasi
olarag, " Odaenis xidmatleri ve ddenis sistemleri hagqinda" Azserbaycan Respublikasinin Qanunu
(bundan sonra “Qanun”) ve "Odanis smaliyyatlarinin apariimasi tgiin vasitagilik xidmatinin va
hesab lzre malumat xidmatinin gostarilmasi zamani 6danis xidmati techizatcilari arasinda istifada
olunan sabake kanallari Uzra Talebler’ (bunda sonra “Telabler”) iloe misayyan edilmis asas
xidmatler Ugln hesaba xidmat eden &danis xidmati tachizatgilarin (ASPSP) ve Uglincu teref

tachizatcilar (TPP) arasinda interfeyslerin standartini miayyan edir.

ASPSP va TPP bu standarti Taleblare uygun olaraq édanisin hayata kegiriimasi xidmatinin
tetbigi ticlin esas komponent kimi istifada olunacaq. ASPSP-lar bu standarti esas komponent kimi

gotirarak, Telablara uygun interfeyslorinin tatbigini tamin edir.

Odenisin heayata kecirilmasi xidmatinin tetbigi halinda TPP vasitesilo ddenis xidmati
istifadacisinin (bundan sonra - istifadaci) 6denis hesabindan édenisler hayata kegirilir. Odanisin
hayata kegiriimasi xidmati zamani istifade¢i mivafiq 6denisi tasdiglomak magsadilo ASPSP-nin
mobil tetbigine ve ya ona aid veb interfeysina yonlondirilir va istifadaci gliclondirilmis mustari
autentikasiyasi (GMA) telablarine uygun metodlar vasitasile 6denis tapsingini tasdiglayir. Bu
xidmat ARMB-nin teqdim etdiyi API sliz vasitasile hayata kegirilir vo TPP yalniz istifadaginin
razihgi oldugda ASPSP-ya ddanis tapsirigini gdndara biler.

Qisaltmalarin agilisi

ARMB Central Bank of the Azarbaycan Azarbaycan
Azerbaijan Republic Respublikasinin Respublikasinin Markeazi
Markazi Banki Banki
ASPSP Account Servicing Odanis Hesabina Odsanis xidmati
Payment Service Xidmat Techizatgisi istifadacisinin ddanis
Provider hesabi olan ve ona ddanis
xidmati géstaran ddanis
xidmati tochizatgisi.
PSU Payment Service User | Odenis Xidmati Odenis xidmatlarindsn
istifadagisi istifade eden fiziki ve ya
hdqugi sexs, 6dayici ve ya
vasait alan goxs.
AISP Account Information Hesab Uzre Melumat | Odenis hesabi iizro
Service Provider Xidmeati Tachizatgisi malumat xidmati géstaren
Odanis xidmati tachizatgisi
PISP Payment Initiation Odanislerin hayata Odenis amaliyyatinin
Service Provider kegiriimasi xidmati aparilmasi ugin vasitagilik
xidmatini gdsteran édanis
xidmati techizatgisi
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API Application Totbiqi Muxtslif program
Programming Interface | Programlasdirma teminatlari arasinda
interfeysi garsiligh alageni tamin
edan program komponenti.
SCA Strong Customer Guclandirilmis Odonis xidmati
Authentication Mustari istifadacisinin tahllkasiz
Autentikasiyasi autentikasiyasini temin
(bundan sonra GMA) | eden va iki ve ya daha ¢ox
autentikasiya elementinden
ibarat olan proses.
CAS Central addressing Markazi Ginvanlama
scheme sxemi
TPP Third Party Provider Uciincii Teraf Hesab Uzre malumat
Tachizatc xidmati techizatgisi ve (ve
ya) vasitoeci
JWT JSON Web Token JSON Veb Token Taraflor arasinda
malumatlarin JSON
obyektlari kimi tahlikasiz
oturdlmasi Ggun istifade
edilan kompakt format.
JWS JSON Web Signature JSON Veb Imza Teraflor arasinda
malumatlarin JSON
obyektlari kimi tahlukasiz
otlrdlmasi Ugun istifade
edilan imza.
BIC Bank Identifier Code Bank identifikasiya Banklarin beynalxalq
Kodu Odanislerds taninmasi
Ucun istifada olunan unikal
kod.
TIN Taxpayer Identification | Vergi Odayicisinin Huqugi ve fiziki soxslera
Number Eynilasdirma Nomrasi | vergi maqsadleri Gigln
(bundan sonra verilon unikal identifikasiya
VOEN) ndémrasi.
PSD2 Payment Services Odonis Xidmeatlori PSD2 Avropa ittifaqinda
Directive 2 Uzro Direktiv 2 ddaniglerin tahlukesizliyini
artirmaq, raqabati
guclandirmak va
mustarinin raziligi ile bank
malumatlarina Gglncl
teraflorin ¢ixisini temin
etmak magsadi dasiyan
tenzimlayici direktivdir.
uulID Universally Unique Universal Unikal Sistemda unikal tanimlama
Identifier Tanimlayici ucun istifads olunan
némra.
POS Point of Sale Satis NOthSI Kartla 6denislerin ngu|
edildiyi cihaz va sistemler.
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System

IMEI International Mobile Beynalxalq Mobil Mobil cihazin unikal
Equipment Identity Avadanliq Kodu identifikasiya némrasi.
AOS Instant Payment Ani Odaniglar sistemi

1. Texniki talablar

PISP xidmsatinin qurulmasi tg¢in optimal giris ve qorunma mexanizmi

Autentikasiya prosesina baslamagq uc¢ln asagidaki addimlar yerina yetirilmalidir:

1.1.0danis hesabina xidmat edon 6danis xidmeti tochizatcilari (ASPSP)

Batin API-lerin sorgulanmasi API sliz vasitasile hayata kegirilir. API slizuna qosulma
gapali miubadile kanal Uzerindan temin olunur. Qosulma Ugun ilkin malumatlarin alinmasi tgun
openapi@cbar.az miracist goénderilmalidir. Taskilatin daxili IP-si ve qosulma protokolu slda
etmak Uiclin Elektron Senad Ddvriyyssi Sistemi (esds.e-cbar.az) vasitesile miracist edilmalidir.

API slizu vasitesile taqdim edilmis APl “endpoint’-larine sorgu godnderildikde Basic

Authentication tatbiq olunur. Username ve Password ARMB terafindan taqdim edilocok.

TPP-ler tarsefinden API sordulari géndarildikda, sorgular JWS ile imzalanir . ASPSP terafinden

JWS-in yoxlanmasi prosesi asagidaki ardicilligla apariimalidir:

abhowbh=

kid/thumbprint alinir va TPP-nin sertifikati tayin olunur
b64 = false olduguna ve zadslanmadiyina amin olunur
header64 vo payload64 birlagdirilorek signature64 yoxlanilir
imza dogru olan halda API sorgusu emal olunur
Uygdunsuzluq agkar olunarsa 400 SIGNATURE_INVALID xatasi gqaytarilir

TPP tarafinden géndarilan sorgu niimunasi

POST /vl/payments/domestic-credit-transfers HTTP/1.1

Host: api.bank.az

Content-Type:
Authorization:

X-jws—signature:
(header64d.payload64.signature64)

{

application/json

Bearer eydJd...

eyJdhbGciOiJSUzIINiIsImtpZCI6Ij. ..

"debtorAccount": { "iban": "41TCZB..."},
"instructedAmount": { "amount":"100.00","currency":"AZN" 1},
"creditorAccount": { "iban":"41TCZB..."},



https://esds.e-cbar.az/signin
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1.2.Uglincii toraof tachizatgilari (TPP)

1.2.1. Autentikasiya

API slizuna qosulma zamani TPP-ler autentikasiya tg¢in JWT tokeninden istifade
etmalidirler. JWT tokenin yaradilmasi G¢iin ARMB-nin taqdim etdiyi .pfx formath sertifikat istifada
olunmalidir. Sertifikatin alde olunmasi Uclin bsxm.e-cbar.az portalinda sorgu gdndarilmalidir.
Sertifikatin tayinati hissasinde A¢iq bankg¢iliq secilmalidir. Sorgunun yaradilmasi gaydalari va
texniki talimatlari barade atrafli malumati burada alde eds bilarsiniz.

Sordunun yaradilmasi zamani malumatlar asagida goéstarilon sakildaki kimi geyd olunmalidir:

Sertifikat malumatlar:
Sertifikat merkezininadi:  [BsxMm I~ Sertifikatin sablonu |aisPPISP R4
Xidmatin néva |Mark91i Bankin Korporati... |v|
Kidmatin adi |inf0rma5iya sistemlari |V|
Sertifikatin tayinati: |A§|q bankcilig |v| Kriptoprovayderin tipi(CSP): |Micr050ﬂ Enhanced Cryp... |v|
: == : Elektron imza dasiyicisinin X
Qeydiyyat markazinin adr: |A§|q bankciliq |v| Soriva mOmLast Y Windows
Qeydiyyat markazinin — - :
yerl}fregyé}ifryi rayon: |Bak| -Nasimi Maxfi acarn gorunmasi: |A§ar ixrac oluna bilar |v|
Sertifikat sorgusunun matni:

Olda edilmis sertifikatin parametrlerindan istifade edarek JWT tokeni yaradilmahdir. Yaradilmis
JWT token .pfx sertifikatinin 6zal agar ile imzalanmalidir.

JWT token U¢ hissaeden ibaratdir: Header, Payload vae Signature.
Header ve Payload hissalarinin formalagsma Usulu:

Header:

JWT Header istifada olunan tokenin algoritmini ve ndvini musyyan edir.

{
"alg" : "RS256" ’
"typ" . "JWT"

}

alg: Tokenin imzalanmasi Uigiin istifade olunan algoritmi miisyyen edir. imzalama RS256 (RSA
SHA-256) alqoritm vasitasile hayata kegirilmalidir.

typ: Tokenin noéviini miisyyan edir. istifade olunan format JWT olmalidr.

Payload :

Payload istifadaci ile bagli malumatlardan ve API l¢lin alava taleb olunan metadatadan
ibaratdir.



https://bsxm.e-cbar.az/
https://bsxm.e-cbar.az/Document/userRules
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"iss": "{{tin}}",

"serialNumber": {{certificateSerialNumber}},
"iat": 1732625920,

"exp": 1732626811

iss: Emitent, tokeni yaradan qurumu tamsil edir. Bu halda, qeyd edilan hissads tokeni yaradan
sirkatin VOEN-i olmalidir.

serialNumber: Tokeni imzalamagq tgln istifada olunan sertifikatin seriya némrasi.
iat: Yaradilma tarixi ve vaxtl.

exp: Bitma tarixi va vaxti.

imzalanmis JWT tokeni yaradildigdan sonra, o biitiin API sorgularinda Authorization
basliginda Bearer token kimi gondarilmalidir.

1.2.2. Imzalanma

JSON sorgularin reqemsal imzalanmasi dg¢in RFC 7515 standarti tatbiq olunmalidir. Bu
standart API sorgularinin haqiqiliyini ve butévliydna yoxlaniimasi magsadils istifade edilmalidir.

imza, sorgu baghglarina hash vs sertifikat ils birlikde alave olunmalidir.
Proses asagidaki ardicilliq lizra hayata kegirilir:

Odenis tapsing JSON formatinda sorgu seklinds formalagdiriimalidir.
Sorgunun hash (Digest) dayari yaradilmalidir.

Ozal agar vasitssilo bu hash dayari ssasinda JWS imzasi yaradilmaldir.

A ow b=

Asagidaki basliglar sorguya slave olunmaldir:

o Digest
o X-JWS-Signature
e TPP-Signature-Certificate

Sorgu HTTPS vasitesilo ARMB-a gondarilmalidir.
6. ARMB tarafinden asagidakilar yoxlanilir:

e Sertifikatin imzasi
o Sertifikatin etibarhihg
e Digest vo Signature dayarlerinin uygunlugu

Yoxlamalar ugurla kecdikda, sorgunun icrasi ASPSP terafinde davam edacek.

8



;‘f‘)‘)"g AZSRBAYCAN RESPUBLIKASININ

%2’ MORKSZI BANKI

JWS Protected Header-a daxil edilmali esas ve alave sahaler, detached payload formati Giglin
asas (macburi) sahaler:

alg — Istifade olunan imza alqoritmi - RS256 (RSA-SHA256)

b64: false — Busaha JWS-nin payload hissasinin base64url ile kodlanmayacagini gostarir
va mesaj 6zU ayrica taqdim olunur (detached payload), RFC 7797 standarti ils tanzimlanir.

crit: ["b64"] — bb64: false istifade edildikde mitleq slave olunur. Bu, imza veran tarafindan
bu sahanin desteklanmasinin vacibliyini gostarir.

Acar identifikasiyasi iigiin sahaler:

kid — Acarin identifikatoru (Key ID). Verilon imzani yoxlamaq Ugtin istifade olunacaq acari
toyin edilmasindas istifada olunur.

x5t#5256 — X.509 sertifikatinin SHA-256 thumbprint-i (digest), base64url formatinda. Bu
sertifikatin eyniliyini tasdiglayir

Macburi olmayan sahalar:
iat — imzanin verildiyi vaxt (Unix timestamp).

iss, sub, aud kimi sahaler — API va ya daxili izlama protokollarinda slava kontekst tgun
istifada edils biler.

Nimuna JWS Header

{
"alg": "RS256",
"b64": false,
"erit": ["b64"],
"x5t#S256": "OuJS5Hc4ipEOrx...",
"kid": "my-key-id",
"iat": 1710000000

Gondarma formati:

POST /vl1/payments/... HTTP/1.1
Content-Type: application/json
Authorization: Bearer eydJd...
x-jws—-signature: <compact detached JWS>

Bu nimunads x-jws-signature bagligi vasitesilo detached JWS (ayriimis imza) kompakt
seriyal 6tUrulur. Sorguda (payload) JSON verilanlari JWS daxilinds kodlanmir va ayrica 6tlrulur
(RFC7797).

JWS generasiya algoritmi (Detached Compact)
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"alg":"RS256",
"kid":"<TPP_ thumbprint>",
"b64":false,
"crit":["b64"]

Base64URL(header) - header64
Payload - JSON body sordusu
Base64URL(payload) - payload64

imzanin yaradilmasi

signature = Sign ( header64 + "." + payload64 )

signature64 = Base64URL (signature)

JWS yigiimasi

header6d4 + "." + payload6d + ".

" + signature64

10
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2. Odenisin hayata kegirilmasi

tosdiqi

Bu bdlme salahiyyatli TPP vasitasile bank hesabindan birbasa 6denisin baslanmasi ve
prosesini marhalali sakilde izah edir. Proses PSD2 ve Glclandiriimis Mustori

Autentikasiyasi (GMA) taleblarine uygun hayata kegirilir.

2.1.Prosesin asas marhalalari

Odenis xidmati istifadegisi terefindan emaliyyatin basladiimasi

istifadeci TPP tatbiqi vasitesile dnceden TPP tatbigine slave edilmis hesablarindan birini
secarak, vasaitin kégurilmasi nazerds tutulan benefisiarin malumatlarini (FIN, IBAN,
Mobil Némrs) ve 6danis detallar (mablag, teyinat va s.) daxil edir. TPP Ani Odanisler
Sisteminin (AOS) istirakgisi oldugda, istifadagi benefisiara dair melumatlari daxil etdiyi
zaman, TPP benefisiarin ad va soyadini CAS sistemi vasitasile alde etmali ve hamin
molumatlar istifadegi interfeysinda aks etdirmalidir.

Odenis sorgusunun génderilmasi

TPP, mivafiq 6denis malumatlarini 2.3-cl fesilda tasvir edilmis API vasitasilo ARMB-nin
API gliizuna 6tarar. ARMB API sliizl ise daxil olmus sorgunu muvafiq ASPSP-ye
yonlandirir.

Odanis identifikatorunun formalasdiriimasi
Odenis sorgusu gobul oldugda ASPSP unikal 6denis identifikatoru (paymentld)
formalasadirir.

Odanis xidmati istifadagisinin Autentikasiyasi ve ameliyyatin tesdiqi

istifadeci ASPSP-nin autentikasiya sistemina yénlendirilir ve redirect ve ya decoupled
mexanizmlarinden istifade etmakla Gliclondirilmis Mlsteari Autentikasiyasi (GMA/SCA)
vasitesile 6danis amaliyyatini tasdiglayir.

Odenisin statusun sorgulanmasi.
TPP muvafiq ddanisin statusu haqqinda 0-cu fasilds tasvir edilmis API vasitasila
malumati alde edir.

Odanis amaliyyati barads malumatlarin alde edilmasi

TPP baslaniimig mivafiq 6danis emaliyyati Gzra strafli malumat slde etmak maqsadile
0-ci fasilde tesvir edilmis API vasitesile ARMB-nin API sliizuna sordu géndarir. Sorgu
ARMB tarafinden muvafig ASPSP-ya yonlandirilir.

11
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2.2.Guclandirilmis Miistari Autentikasiyasi (GMA)

ASPSP terafinde guclendirilmis misteri Autentikasiyasi (GMA) Redirect ve ya Decoupled
Usulu ile hayata kegirilir. ASPSP TPP-yao iki Usuldan an azi birini istifade etmaye imkan
yaratmalidir. Autentikasiya asagidaki addimlarla icra edilmalidir. istifadegi GMA vasitssils lig
daqgiqo arzinda 6denisi tesdiglemalidir.

Redirect GMA:
1. TPP &6denigin baglanmasi Ugln POST /payments sorgusunu gondarir.
2. TPP-ya scaRedirect.href atrtibutunda yénlandirma (redirect) linki qaytarilr.
3. TPP qaytanimig link vasitasile istifadegini ASPSP-nin saytina yonlandirilir.

4. Odenis xidmeati istifadagisi GMA prosedurundan (SMS OTP) kegir va amaliyyati
tosdiqlayir.

5. ASPSP autentikasiya tamamlandigdan sonra istifadacini TPP terafindan tayin olunmus

redirect URL ile geri yonlendirir.

6. TPP 6denigin icra statusunu GET /payments/{id}/status sorgusu vasitasile yoxlayir.

12
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PsU

PISP ASPSP

POST /v1/payment-servi

/{payment-product} (3

PSU édamaya TPP vasitasila baglayir

‘ Odanisin baglanmasi sorgusu

[Errar]

[END] &danisin baslanmasi cavabi (NOK)

[Success]

Qdsnisin baglanmasi cavabi {OK)

HTTP code: 201 (yaradildi)

SCA Approach REDCIRECT

MUstariys geri bildirig

omaliyyatin avtorizasiyas (Redirect)

PSU, ASPSP icaze web sahifasine yonlandirilir

PSU-dan ASPSP interfeys

Redirect TPP geri gayitma

Sordu parametrlarinin vaziyysti va tesdiq kodu

GET M1/{payment-service}{payment-productl{paymentidl/status (3.4)

TPP &denisin statusunu sorgulayir

ﬂ Odanis statusu sorgusu
I
alt [Error]

‘ [END] Odsnisin statusu cavabi (NOK}

HTTP code; 401, 400, 403

HTTP code 200 ISO 20022 Status

[Success]

Odenisin statusu cavabi

HTTP code 200 ISO 20022 Status

Odenigin statusu atrilar

GET v1/{payment-service}{payment-product){paymentld} (3.5)

TPP ddenigin atrafl melumatlanni sorgulayr

Odenisin malumatlarin sorgusu

alt [Errer]

QOdenigin melumatlan cavabi (NOK})

HTTP code: 401, 400, 403

[Success]

Odenigin malumatiarin cavabi (OK)

HTTP code: 200

Odsnisin malumatiar 6t

PSU

PISP

ASPSP

13
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Decoupled GMA:

1. TPP &danis tegabblsu tUglin POST /payments sorgusunu gondarir.

2. Istifadogi ASPSP torofindon push bildiris vo ya mesaj vasitosilo molumatlandirilir.

3. lIstifadegi ASPSP-nin mobil tatbigine daxil olaraq GMA prosedurunu tamamlayir va amaliyyat:

tesdiglayir.

4. TPP d6danisin icra statusunu GET /payments/{id}/status sorgusu vasitesile yoxlayir.

14
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PSU PISP ASPSP

POST /

{payment-service}{payment-product} (3.3)

P3U odamaya TPP vasitasila baglayir

Qdsnisin baglanmasi sorgusu

v

[ —

alt [Error]

[END] Gdsnisin baglanmas cavabi (NOK)

HTTP : 401, 400, 403

[Success]

Odznigin baglanmasi cavabi (OK)

-+
HTTP code: 201 (yaradildi)

Musteriye geri bildirig
Smaliyyatin avtorizasiyasi ASPSP tatbiqi ila

SCA Approach DECOUPLED

ASPSP sorgunu avtorizasiya tetbigine Gtlirir ve giclendiriimis musteri identifikasiyasi (SCA) teleb edir

PSU-dan ASPSP interfeys

PSU 8denisi tesdigleyir

GET /v1/{payment-service}{payment-product}/{paymentld}/status (3.4)

TPP &dsnigin statusunu sorgulayir

(Odanis statusu sorgusu

alt [Error]

[END] Odenisin statusu cavabi (NOK)

HTTP code: 401, 400, 403

HTTP code 200 ISO 20022 Status

[Success]

Odenigin statusu cavabl

HTTP cade 200 ISO 20022 Status

Odanigin statusu Stiirilir

b
‘ |

GET v1/{payment-service}/{payment-product}{paymentid} (3.5)

TPP &denigin strafli mslumatiarimi sorgulayir

Odsnisin malumatlarin sorgusu

alt [Error]

Odenisin malumatlar cavabi (NOK)

HTTP code: 401, 400, 403

[Success]

Odsnisin malumatlanin cavabi (OK)

HTTP code:

Odenigin melumatlar otorilir

A
I
L

PSU PISP ASPSP

15
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2.3.0danisin baslanmasi

Bu metod TPP tarafinden ASPSP-de 6denis emaliyyatin baslanmasi Ggtln istifade olunur.

Qeyd: CreditorAccount sahssinda FiN ve ya mobil némra gdnderildikds, ve ASPSP terofinden
yoxlanisdan sonra malumat tapiimadigi halda 400 WRONG_DATA xatasi gaytariimalidir.

Qeyd: TPP 6denisi baglamadan 6nces IBAN-In daxilinde olan Banklarin identifikasiya Kodu eyni
oldugu halda (debtor ve creditor hesablar eyni banka aid olduqda) SupplementaryData atributu

gondarilmir.

Method POST

URL /v1/{payment-service}/{payment-product}

URL Variable | Variable Description
{payment-service} Odanis xidmatin névii
{payment-product} Mahsulun névi

URL query No query parameter

parameters

Header Field Type Required Description

parameters
Authorization String true Avtorizasiya ugun access

token
Content-Type Content- true Struktur format
Type (application/json)

X-Request-ID uuID true Unikal sorgu identifikatoru
Sender- String true Gonderan istirakginin VOEN-
Participant-Code i
Receiver- String true Qabul edan istirakginin
Participant-Code VOEN-i
TPP-Redirect- Boolean false Cavabin dayari "true"

Preferred

olarsa, TPP “Redirect” GMA
Usulu tetbiq edilir.
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Deyer "false" olarsa, TPP
"decoupled” GMA
yanasmasina Ustunlik verir.

PSU-ID

String

true

Istifadacinin saxsiyyat
vasiqasinin Fardi _
Identifikasiya Nomrasi (FIN).

PSU-ID-Type

String

true

Sexsiyyst vesigasinin novu:
“PIN” - Odanis xidmati
istifadacisinin FIN kodu.

Consent-ID

uuiD

true

AISP tersfinden alinmis
raziliq ID-si

PSU-IP-Address

String

true

Yénlandirilmis IP Gnvaninin
basliq sahasi PSU ve TPP
arasinda muvafig http sorgu
IP Gnvan sahasinden
ibaratdir. Mévcud deyilss,
TPP bu sorgunu
gbndararkan TPP-nin istifada
etdiyi IP Gnvanindan istifade
etmalidir.

TPP-Redirect-
URI

String

true

Yonlandirildikden sonra
amaliyyat axininin
yonlendirilmali oldugu URL
TPP. Yénlandirma ile GMA
yanasmasi ug¢un talab
olunur, xtsusan TPP-
Redirect-Preferred dayari
"dogru" olduqda. Bu Bagliq
sahasini hamisa istifade
olunmalhdir.

TPP-Nok-
Redirect-URI

String

true

Bu URL gostarilibss, TPP,
GMA redirect metodunun
manfi naticesi halinda TPP-
Redirect-URL avazina
amaliyyat axininin hamin
Unvana yénlandirilmasini
telab edir. ASPSP terafinden
nazars alinmaya biler.
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(niimuna)

Request Body | debtorAccount DebtorAcco | True Odayici hesabi ( IBAN)
untReferenc
e
creditorAccount | CreditorAcc | True Vasait alanin hesabi
ountReques
t
instructedAmoun | Amount True Kdglrmanin mablagdi ve
t valyutasi
creditorName String True Vasait alanin adi (70 simvola
gader)
remittancelnform | String False ©maliyyatin teferrtatlari
ationUnstructure (Masalon, kéglirmanin tasviri,
d benefisiar saxsin adi vo ya
saticinin adi). Maksimum
140 simvol
endToEndldentifi | String True Omealiyyatin unikal
cation identifikatoru (35 simvola
gadar)
supplementaryD | Supplement | False Slave atributlarin 6tirtlmasi
ata aryData ucun genislandirils bilen
konteyner. (HOP
Odenislarinde macburi
gondarilacak)
Request Body | curl --location --request POST '/vl/{payment-

service}/{payment-product}' \

--header 'Authorization: eyJhbGciOiJSUzI1INiJo.." \
--header 'Content-Type: application/json \
—-—-header 'X-Request-ID: 63f9dc50-34b9-4f0b-ble8-
16a6abd301bl"' \

--header 'Sender-Participant-Code: 9999999999 ' \
--header 'Receiver-Participant-Code: 8888888888"' \
--header 'TPP-Redirect-Preferred:true' \

--header 'PSU-ID-Type: PIN' \

--header 'PSU-ID: 59KJHOL' \

—--header 'Consent-ID: 42cbac3c-5243-61c3-e063-09300a0aebac
"\
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--header 'PSU-IP-Address: 192.168.0.1"'" \

--header 'TPP-Redirect-URI: https://test-redirect-url.com'
\

--header 'TPP-Nok-Redirect-URI: https://test-redirect-
url.com' \

--data '{
"debtorAccount": {
"iban": "AZ77NABz01350100000000001944",

"currency": "AzZN"

by

"creditorAccount": {
"accountType": "iban",

"value": "AZ21PAHA00000000000123456789"
}y

"instructedAmount": {
"currency": "AZN",
"amount": "500.00"
by
"creditorName": "Elchin Mammadov",
"remittanceInformationUnstructured”": "Kurs haggi 2024",
"endToEndIdentification": "KAPI1234567890",
"supplementaryData": {
"channel"™: "IPS"
}
}
Response 201 Ugurlu cavab
type
400,401,403,404,429,500,503 Xota Cavabi
Response Field Type Required Description
Header
?::g;’:gzlton Location string true Resurs yaradilibsa, yaradilmig
resursun yerlagdiyi invan
success)
X-Request-ID uuID true Sorgunun identifikatoru
ASPSP-SCA- string true ASPSP terafinden istifadagi
Approach hansi Usulun tatbiq

olunacagini musyyan etdikda
bu saha doldurulur.

DECOUPLED/REDIRECT
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Response Field Type Required Description
Body
?::gi':z:ton paymentld string true Odenigin unikal identifikatoru
success)
transactionStatus string true ©maliyyat statusu (RCVD,
ACTC, va s.)
_links Links true Malumatlarin alinmasi Ggln
linklor
transactionFees DebtorAc | false Bank terafindan 6denisle bagh
count Umumi tranzaksiya haqq
currencyConversio | DebtorAc | false Bank terafinden basladilan
nFee count kredit kbclrmaleri Gizra tatbiq
olunan xUsusi valyuta
konversiya komissiyasi
estimatedTotal DebtorAc | false Odayici hesabindan nazerde
Amount count tutulmus ¢ixilacaq mablag
(transactionFee va ya
currencyConversionFee olan
halda mutlaq géndarilmalidir)
estimatedinterbank | DebtorAc | false Kdcgurilacek mablag
SettlementAmount | count (Komissiyasiz)
Response {
example "paymentId": "1234-wertig-983",
(JSON): "transactionStatus": "RCVD",
" links":
"scaRedirect":
"href": "https://www.testbank.com/redirect-
link/f47acl0b-58cc-4372-a567-0e02b2c3d479"
by
"self": {
"href": "/psd2/vl/payments/credit-
transfers/1234-wertig-983"
by
"status": {
"href": "/psd2/vl/payments/domestic-credit-
transfers/1234-wertig-983/status"
}
by
"transactionFees":
"currency": "AZN",
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"amount": "1.00"
by
"currencyConversionFee": ({
"currency": "AZN",
"amount": "1.00"
by
"estimatedTotalAmount": {
"currency": "AZN",
"amount": "2.00"
by
"estimatedInterbankSettlementAmount": {
"currency": "AZN",
"amount": "1.00"
}
}
Response Field Type Required | Description
Header
?S:ggftﬁz Location string true Resurs yaradilibsa, yaradiimis
succesz) resursun yerlasdiyi Unvan
X-Request-ID uuliD true Sordunun identifikatoru
ASPSP-SCA- string true ASPSP terafindan istifadaci
Approach hansi Usulun tetbiq olunacagini
muayyan etdikde bu saha
doldurulur.
DECOUPLED/REDIRECT
Oks halda saha bog (null
dayerinda) gbndarile biler.
Response Field Type Required | Description
body
?;:g:f;'lzg paymentld string true Odenisin unikal identifikatoru
success)
transactionStatus string true ©maliyyat statusu (RCVD,
ACTC, va s.)
_links Links true Maelumatlarin alinmasi tgun
linklor
psuMessage String true “Decoupled” GMA Usulu
zamani PSU-ya gdsterilacak
matn. (maksimal uzunluq: 500
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simvol)
transactionFees DebtorAc | false Bank terafindan ddenisle bagh
count Umumi tranzaksiya haqq
currencyConversio | DebtorAc | false Bank terafinden basladiimis
nFee count kredit kd¢lirmasine aid xUsusi

valyuta komissiya haqq

(transactionFee ve ya
currencyConversionFee olan
halda mutlaq géndarilmalidir)

estimatedTotal DebtorAc | false Odayici hesabindan nezerde
Amount count tutulmus ¢ixilacaq mablag

(transactionFee va ya
currencyConversionFee olan
halda mutlaq géndarilmalidir)

estimatedinterbank | DebtorAc | false Kogurulacek mablag
SettlementAmount | count (Komissiyasiz)

(transactionFee vo ya
currencyConversionFee olan
halda mutlaq géndarilmalidir)

Response {
example "transactionStatus": "RCVD",
(JSON): "paymentId": "1234-wertig-983",
"psuMessage": "Please proceed to ABC Bank’s app",
" links": {
"self": {
"href": "/psd2/vl/payments/credit-

transfers/1234-wertig-983"
}
by

"transactionFees": {
"currency": "AZN",
"amount": "1.00"

b
"currencyConversionFee": ({
"currency": "AZN",
"amount": "1.00"

b
"estimatedTotalAmount": {
"currency": "AZN",
"amount": "2.00"

by
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"estimatedInterbankSettlementAmount":
"currency": "AZN",
"amount": "1.00"

2.4.Odonisin statusun alinmasi

Bu metod, 6danis emaliyyatinin cari statusunu alde etmak Ugln istifade olunur. Odanis
amaliyyatinin bitin tefarrGiatlar olmadan yalniz statusu gaytarir. Asagidaki cedvalda ISO
20022 standartina uygun édanis statuslari tasvir edilir.

Status | Statusun adi Tosviri

RCVD | Received Odaenis sorgusu bank terafindan qabul edilib, lakin
hala yoxlaniimayib

ACTC | AcceptedTechnicalValidation Odenis texniki baximdan diizgiindiir vo SCA
ugurla tamamlanib; biznes yoxlamalari hala
apariimayib

ACSP | AcceptedSettlementinProcess | Odanis icra liciin gebul edilib, emal prosesi
baslayib

ACCP AcceptedCustomerProfile a/é[i}?éeri profili va uygunluq yoxlamalari ugurla

ACFC | AcceptedFundsChecked Hesabda vasaitin mévcudlugu yoxlanilib ve
tesdiglenib

ACSC | AcceptedSettlementCompleted | Odaenis (izre hesablasma ugurla tamamlanib
(vesait gonderilib)

ACCC | AcceptedSettlementCompleted | Vasait benefisiarin hesabina kog¢uirilib

(Creditor)
RJCT | Rejected Odenis texniki va ya biznes sabablarina géra radd
edilib
CANC | Cancelled Odanig lagv edilib
PDNG | Pending Odanis yekun status almamisdir, tesdiq gozlayir

Ugurlu 6danis liguin status deyisma axini:
RCVD -> ACTC -> ACSP -> ACCP -> ACFC -> ACSC -> ACCC

Qeyd: paymentld dayaeri yalnis géndarildikde 404 PAYMENT_UNKNOWN xatasi
qaytariimaldir.

Qeyd: Odanis 10 daqiqe arzinds ugurlu olmadigi halda ASPSP tarsfindan lagv olunmalidir
(RJCT)
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Method GET
URL vl/{payment-service}/{payment-product}/{paymentId}/status
URL Variable | Variable Description
{payment-service} Odanis xidmatin n6vi
{payment-product} Mahsulun névu
{paymentId} POST sorgusunda qaytarilan édanis
amaliyyatinin unikal ID-si

URL query No query parameter

parameters

Header Field Type Required Description

parameters
X-Request-ID | UUID true Unikal sorgu identifikatoru
Consent-ID String true AISP tersfinden alinmis

raziliq ID-si (UUID dayeridir)

Authorization String true Avtorizasiya Ug¢un access
token

Sender- String true Génderaen istirakginin VOEN-

Participant- i

Code

Receiver- String true Qabul edan istirakginin

Participant- VOEN-i

Code

Request Body | No request body
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Request curl --location --request GET 'vl/{payment-

example service}/{payment-product}/{paymentId}/status' \

(JSON): -—-header 'Consent-ID; 42cb5ac3c-5243-61c3-e063-09300a0aebac
"\

--header 'Authorization; eyJhbGciOiJSUzI1INiJo.." \
—--header 'X-Request-ID; 63f9dc50-34b9-4f0b-ble8-
16a6abd301bl " \

--header 'Sender-Participant-Code;9999999999" \
--header 'Receiver-Participant-Code;8888888888"' \

Response 200 Ugurlu cavab
type

400,401,403,404,429,500,503 | Xata Cavabi

Response Field Type Required Description

Header

description |\ poolestID | UUID true Unikal sorgu identifikatoru

(success)

Response Field Type Required Description

Body

description

(success) transactionStat | String true ©mealiyyatin statusu
us

Response {

example "transactionStatus": "ACSC",

}
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2.5.0danis malumatlarin alinmasi

Bu metod, avvalce POST /payments vasitosilo baslanan 6denis emaliyyati haqgqinda atrafli
malumat alde etmaya imkan yaradir.

Qeyd: Odanis ugursuz oldugu halda 4.1 — da geyd olunmus biznes xatasi qaytariimalidir.

Method GET
URL /v1/{payment-service}/{payment-product}/{paymentId}
URL Variable | Variable Description
{payment-service} Odanis xidmatin névii
{payment-product} Mahsulun névi
{paymentId} POST sorgusunda qaytarilan 6danis
amaliyyatinin unikal ID-si

URL query No query parameter

parameters
Header Field Type Required Description
parameters
X-Request-ID uuID true Unikal sorgu identifikatoru
Authorization String true Avtorizasiya ugun access
token
Consent-ID uuID true AISP terofinden alinmig
raziliq ID-si (UUID
dayaridir)
Sender- String true Gondaran istirakginin
Participant- VOEN-i
Code
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Receiver- String true Qabul edan istirakginin
Participant- VOEN:-i
Code

Request Body | No request body

Response 200 Ugurlu cavab
type

400,401,403,404,429,500,503 | Xata Cavabi

Request curl --location -request GET '/vl/{payment-

(niimuna) service}/{payment-product}/{paymentId}"' \
—--header 'Consent-ID; 42c5ac3c-5243-61c3-e063-09300alaebac
A\

--header 'Authorization; eyJhbGciOiJSUzIINiJ9.." \
—--header 'X-Request-ID; 63f9dc50-34b9-4f0b-ble8-
16a6abd301bl " \

--header 'Sender-Participant-Code;9999999999" \
--header 'Receiver-Participant-Code;8888888888"' \

Response Field Type Required Description

Header

description o . o
(success) X-Request-ID uuiD true Sorgunun ID-si, sorgunu

gondaran tarafindan
muayyan edilir va sorgunun
izlenmasi Ugtin istifade

olunur
Response Field Type Required Description
Body
?seus:;;p;t:)m paymentld string true Odenigin unikal
identifikatoru
transactionStat | string true ©maliyyat statusu (RCVD,
us ACTC, vo s.)
instructedAmou | DebtorAcco | true Kogurmanin mablagi ve
nt unt valyutasi
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debtorAccount | DebtorAcco | true Vesaiti gdndarenin hesabi
unt
creditorAccount | CreditorAcc | true Vesait alanin hesabi
ountRespo
nse
requestedExec | ISODate true Odanisin teyin olundugu
utionDate tarix
executionDate | ISODate true Faktiki icra tarixi (artiq
kecibsa)
endToEndldenti | string true ©maliyyatin unikal
fication identifikatoru (35 simvola
gadar)
remittancelnfor | string true ©maliyyatin teferrtatlari
mationUnstruct (Masalen, kdglirmanin
ured tosviri, benefisiar saxsin adi
vo ya saticinin adi).
Maksimum 140 simvol
transactionFees | DebtorAcco | false Bank terafinden 6denislo
unt bagli imumi tranzaksiya
haqq
currencyConver | DebtorAcco | false Bank terafinden basladilan
sionFee unt kredit kdglirmalari Uzra
totbiq olunan xususi valyuta
konversiya komissiyasi
estimatedTotal | DebtorAcco | false Odayici hesabindan
Amount unt ¢ixilmasi nazerda tutulan
mablag
(transactionFee va ya
currencyConversionFee
olan halda mutleq
goéndarilmalidir)
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estimated DebtorAcco | false Kdcgurilacek mablag

Interbank unt _
Settlement (transactionFee va ya

currencyConversionFee
olan halda mutleq
gondarilmalidir)

Amount

Response {
example "paymentId": "123456",
(JSON): "transactionStatus": "ACCP",
"instructedAmount": {
"currency": "AZN",
"amount": "500.00"
br
"debtorAccount": {
"iban": "AZ77NABZ01350100000000001944"
br
"creditorAccount": {
"accountType": "iban",
"Value": "Azz1*******************6789"
bo
"requestedExecutionDate": "2025-05-15",
"executionDate": "2025-05-15",
"endToEndIdentification": "KBANK1234567890",
"remittanceInformationUnstructured": "Tehsil haqgqi
2024",
"transactionFees": {
"currency": "AZN",
"amount": "1.00"
bo
"currencyConversionFee™: {
"currency": "AZN",
"amount": "QO"
b
"estimatedTotalAmount": {
"currency": "AZN",
"amount": "501.00"
b
"estimatedInterbankSettlementAmount": {
"currency": "AZN",
"amount": "500.00"
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2.6.Odanisin logvi sorgusu

Bu metod, 6danis xidmati, ddanis mahsulu va ASPSP tatbiginden asili olaraq, TPP terafinden
Odanisin lagv edilmasi Ugln istifada olunur.

Odenis xidmati ve 6danis mahsuluna uygun olaraq, nazards tutulan icra gliniinden avval
(mesalen, son is gunu) 6danis paymentId resurs identifikatoru vasitesile lagv edilir.

Bu sorduya cavab olaraq, TPP giris metodunun segilib-segilmadiyini barade malumat verir: lagv
edildi, giris metodu ugurlu oldu va ya alava icaza prosedurlari talab olundugu bildirildi.

Qeyd: Asagidaki cadvelda statusdan asili olaraq hansi 6danislarin lagv amaliyyatin
mUumkuylint gosterilir

Status Statusun adi Lagv amaliyyati miimkuindiir
RCVD Received Boli
PDNG Pending Bali
ACTC AcceptedTechnicalValidation Bali
ACSP AcceptedSettlementinProcess Xeyr
ACCP AcceptedCustomerProfile Xeyr
ACFC AcceptedFundsChecked Xeyr
ACSC AcceptedSettlementCompleted Xeyr
ACCC AcceptedSettlementCompleted Xeyr
(Creditor)

RJCT Rejected Xeyr
CANC Cancelled Xeyr

Qeyd 3: Qeyd olunmus ddanisin statusu DELETE sorgusu Ug¢in uygun olmadigi halda 405
CANCELATION_INVALID xotasi qaytariimalidir.
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Method DELETE
URL /v1/{payment-service}/{payment-product}/{paymentId}
URL Variable | Variable Description
{payment-service} Odenis xidmatin névi
{payment-product} Mahsulun noévi
{paymentId} POST sorgusunda qaytarilan édanis
amaliyyatinin unikal ID-si
URL query No query parameter
parameters
Header Field Type Required Description
parameters
X-Request-ID uuID true Unikal sorgu identifikatoru
Authorization String true Avtorizasiya Ug¢un access
token
Sender-Participant- | String true Génderaen istirakginin VOEN-
Code [
Receiver- String true Qabul edan istirakginin
Participant-Code VOEN-i
Consent-ID uuID true AISP terafinden alinmis
unikal raziliq ID-si

Request Body

No request body

204

Ugurlu cavab
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Response 400,401,403,404,429,500,503 Xoata Cavabi
type
Request curl --location --request DELETE '/vl/{payment-
(niimuna) service}/{payment-product}/{paymentId}"' \
--header 'Authorization; eyJhbGciOiJSUzIINiJ9.." \
—--header 'Consent-ID; 42cb5ac3c-5243-61c3-e063-09300al0aebac
"\
—-—-header 'X-Request-ID; 63f9dc50-34b9-4f0b-ble8-
16a6abd301bl' \
--header 'Sender-Participant-Code;9999999999"' \
--header 'Receiver-Participant-Code;8888888888"' \
Response Field Type | Required Description
Header
e X-Request-ID UUID | true Unikal sor§u identifikatoru
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3. API uizra malumat strukturlari

3.1.Odonis xidmatlerin miimkiin dayarlari {payment-service}

Dayar Tosviri

payments Tak 6denigler tgln

3.2.Movcud odanis mahsullar {payment-product}

Mahsul Tasviri
domestic-credit-transfers Daxili 6danislar — fiziki saxsler arasinda
3.3. Links
Example " links": {
"scaRedirect": {
"href": "https://www.testbank.com/redirect-

link/f47acl0b-58cc-4372-a567-0e02b2c3d479"
b
"self": {
"href": "/psd2/vl/payments/credit-
transfers/1234-wertig-983"
}I
"status": {
"href": "/psd2/vl/payments/domestic-credit-
transfers/1234-wertig-983/status"
}

}

Field Type Field Type

scaRedirect Href conditional GMA-da istifadaci yonlandirmasi
tctn URL (ASPSP-de identifikasiya)

(Odanisin baglanmasi sorgusunda
Redirect secildikde macburidir)

self Href true Odenis resursuna kegid
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status Href conditional Odenis statusu almaq tgln link
(Odenisin baglanmasi sorgusunda
Redirect secildikde macburidir)
3.4.Href
Field Type Field Description
href String true Link

3.5.DebtorAccountReference

Example "debtorAccount": {
"iban": "AZ77NABz01350100000000001944",
"currency": "AZN"
}
Field Type Required Description
iban string true Gonderan IBAN
currency string true Hesabin valyutasi
3.6.CreditorAccountRequest
Example "creditorAccount": {
"accountType": "iban",
"value": "AZ21PAHA00000000000123456789"
}
Field Type Required Description
accountType | string true Qabul edan hesabin névi (iban / pin / mobile)
value string true Hesabin malumatlari

e |IBAN oldugu halda: 28 simvol

Nimina: AZ21PAHA00000000000123456789
e Mobil nébmra oldugu halda: 9 reqam
Nimina: 501001010

e FIN oldugu halda: 5-7 simvol

Nimiina: 1A2B3C4
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3.7.CreditorAccountResponse

Example "creditorAccount": {
"accountType": "iban",
"Value": "AZZI***************6789"
}
Field Type Required | Description
accountType | string true Qabul edan hesabin névu (iban / pin / mobile)
value string true Hesabin malumatlari maskalanmis formada.

Qeyd: Response-da qaytarilan “value” atributu maskalanmis formatda qayitmalidir.

Maskalanmagin Usulu:

e iban: ilk 4 + son 4 reqam gdsterilocekdir
o mobile: son 4 reqeam gostarilacakdir
e pin: son 2 simvol gostarilacakdir

3.8.DebtorAccount

Example "debtorAccount": {
"iban": "AZ77NABz01350100000000001944"
}
Field Type Required Description
iban string true Gondaran IBAN
3.9.Amount
Example "{Attribute-name}": {
"currency": "AZN",
"amount": "500.00"
}
Field Type Required Description
Currency string true Valyuta
amount string true Mablag
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3.10. ErrorDetail
Example "details": [
{
"field": "Insufficient funds ",
"message": " Yetersiz balans. Zshmst olmasa yoxlayin."
}
]
}
Field Type Required Description
field string true Xata ilo slagali sahanin adi
message string true Xeta ile slagali malumatin tasviri
3.11. SupplementaryData

Example "supplementaryData™: {

"channel": "IPS"

}
Field Type Required Description
channel string true istifade olunan ddenis kanal
4. Xota kodlari
Xatanin ..
Xoatanin statusu Xoatanin Tasviri
kodu
Query parametrlor talablara cavab vermir;
FORMAT ERROR 400 soehv, movcud olmayan ve ya uygun olmayan
malumat
WRONG_DATA 400 \s/esaiti gabul edan terafin IBAN-I sshvdir v
PARAMETER NOT CONSISTENT 400 TPP terefipden daxil edilan parametrle?r
- - uygun deyil (Yalniz query parametrlari)
PARAMETER NOT SUPPORTED 400 Parametr API provayder tarafinden
- = dasteklonmir.
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PERIOD INVALID

400

Request time periodu (va ya intervali) limiti
asib

RESOURCE BLOCKED

400

Unvanlanan sordu bu request ils Ginvanlana
bilmaz, sebab olaraq - bloklanib. Masalan,
grouping in a signing basket.

SCA METHOD UNKNOWN

400

Autentikasiya tsulunda Select Requestindaki
Unvanlanmis GMA metodu geyri-muayyandir
ve ya ASPSP terafindan PSU ila
uygunlasdirila bilmir

SERVICE INVALID

400

Unvanlanan xidmat invanlanan resurs ve ya
teqdim edilmis malumatlar Ggln etibarli deyil

RESOURCE UNKNOWN

400

Unvanlanan resurs TPP Ugiin malum deyil

RESOURCE EXPIRED

400

Resurs var, amma artiq istifade edile bilmaz
(muddati kegib)

PAYMENT FAILED

400

Odanis géndariginin baglanmasi tGigin POST
request ilkin proses zamani ugursuz olub.

EXECUTION DATE INVALID

400

Gostarilan icra tarixi ASPSP Ucgun dizgln
deyil

SESSIONS NOT SUPPORTED

400

Bu ASPSP ugln AIS+PIS birlegsmis sessiya
dasteklanmir

CONSENT UNKNOWN

400

Gonderilmis Consent-ID ASPSP tarafindan
tapiimadi

SCA INVALID

400

GMA-altresursunda autorizasiya artiq failed
(ugursuz) statusundadir, buna gére do
sonraki harakatlor gadagan edilmisdir

TIMESTAMP INVALID

400

Zaman moharu etibarsizdir (format sahvi ve
ya icaza verilon vaxt pencerasindan kenar).
Odenig xidmati istifadagisi saatini (NTP)
sinxronlasdirir

DUPLICATE REQUEST UID

400

Sordunun unikal identifikatorunun
tokrarlanmasi agkar edilmisdir

CONSENT TYPE NOT SUPPORTED

400

Sorguda
gondarilen consentType névleri bu ASPSP
torafinden dasteklanmir

CERTIFICATE INVALID

401

Tosdiq sertifikatinin tarkibi uygunsuzdur va
PSD2 telablerine cavab vermir
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CERTIFICATE EXPIRED 401 Sertifikatin etibarhliq muddati basa catib
CERTIFICATE BLOCKED 401 ASPSP va ya NCA terafinden bloklanib
CERTIFICATE REVOKED 401 Sertifikat lagv olunub

Sertifikat movcud deyil, lakin alagali sorgu
CERTIFICATE MISSING 401 tictin olmasi vacibdir

SIGNATURE INVALID 401 TPP Autentikasiyasi Ugun imza dizgun deyil

TPP Autentikasiyasi Ugtiin ASPSP terafinden
STGNATURE MISSING 401 imza mutlaq talab olunur, lakin mévcud deyil
B ve ya teqdim olunmayib

TPP-nin servisa daxil olmasi tg¢un dlizgun
ROLE INVALID 401 PSD2 rolu yoxdur

PSU identifikasiya malumatlar (PSU-ID,
OTP va ya sifre) mivafiqg ASPSP tarefindan

PSU_CREDENTIALS_INVALID 401 uygunlasdirila bilmir ve ya bloklanib. OTP
dizgln deyil.

TOKEN UNKNOWN 401 token taninmir

TOKEN INVALID 401 token bu xidmat Ugtin uygun deyil

TOKEN EXPIRED 401 Tokenin muddsati bitib; yenilenmalidir
Consent-ID TPP terafinden ASPSP ila

CONSENT_UNKNOWN 401 uygunlasdirila bilmir
Consent bu TPP terafinden yaradilib, lakin

CONSENT_INVALID 401 unvanlanan xidmat ve ya resurs ugln etibarli
deyil

CONSENT EXPIRED 401 Bg_TPP_ tgr_efinden y.are.xdllan Consentin

- muddati bitib ve yenisi ile avez olunmalidir

Tosdiq sertifikatinin tarkibi uygunsuzdur va

CERTIFICATE INVALID 401

PSD2 talablarina cavab vermir
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CERTIFICATE EXPIRED 401 Sertifikatin etibarhliq muddati basa catib
CERTIFICATE BLOCKED 401 ASPSP terafindan bloklanib
CERTIFICATE REVOKED 401 Sertifikat lagv olunub
Sertifikat movcud deyil, lakin alagali sorgu
CERTIFICATE MISSING 401 . .
- Ucuin olmasi vacibdir
SIGNATURE INVALID 401 TPP Autentikasiyasi Ugun imza dizgun deyil
TPP Autentikasiyasi Ugtiin ASPSP terafinden
STGNATURE MISSING 401 imza mutlaq talab olunur, lakin mévcud deyil
B ve ya teqdim olunmayib
TPP-nin servisa daxil olmasi tg¢un dlizgun
ROLE INVALID 401 PSD2 rolu yoxdur
PSU identifikasiya malumatlar (PSU-ID,
OTP va ya sifre) mivafiqg ASPSP tarefindan
PSU_CREDENTIALS_INVALID 401 uygunlasdirila bilmir ve ya bloklanib. OTP
dizgln deyil.
Bu xidmeat PSU-u U¢ln kanal-mustaqil
SERVICE BLOCKED 403 bloklama sebabinden ASPSP tarsfindan
B algatan deyil.
RESOURCE UNKNOWN 403 Unvanlanan resurs TPP (iglin malum deyil
Resurs var, amma artiq istifade edila bilmaz
RESOURCE_EXPIRED 403 (miiddati kegib)
istenilon payment-product bu PSU Uglin
PRODUCT INVALID 403 algcatmazdir va/va ya telab edilan
B xidmat/resurs toerafinden dasteklonmir
Sorguda gdstarilan mévcud ddenis
PRODUCT UNKNOWN 404 mahsullari (payment-product) Gimumiyyastlo
B bu ASPSP terefinden dastaklonmir
PAYMENT UNKNOWN 404 Daxil edilmis paymentld mdvcud deyll
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CANCELLATION INVALID 405 Odenisi legv etmak miimkiin deyil.

Sordu zamani time-out xatasi (default:

REQUEST TIMEOUT 408 5000ms)
INTERNAL SERVER ERROR 500 ASPSP terefinds xata
SERVICE UNAVAILABLE 503 Xidmat mlveaqgaeti olaraqg mdvcud deyil

4.1. Xota cavabin niimiinasi

Error {
response "code": {xotanin kodu},
Example "status": {xetanin statusu},
(technical) "message": "Header validation failed",
"details": [
{
"field": "Sender-Participant- Code",
"message": "Required header: Sender-

Participant-Code"
by
{
"field": "Receiver-Participant-Code",
"message": "Required header: Receiver-
Participant-Code"
}
1,
"timestamp": "2024-11-25T12:41:04.26007475",

"traceId": "674470605a77bc0flfcc80766fed4bb8"
}
Response Field Type Required | Description
description
code String true HTTP status kodu
status Integer true Xotanin tosviri
message String true Xaota ilo bagll gisa malumat
details ErrorDetail | false Xaota ilo bagli gisa malumat
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timestamp DateTime true Xatanin bas verdiyi zamanin
muddeti
traceld String true Xetani izlemak Ugiin unikal ID
Error {
response "paymentId": "123456",
Example "transactionStatus": "RJCT",
(business) "statusReasonInformation": "Insufficient funds",
"psuMessage": "Yetersiz balans. Zshmet olmasa
yoxlayin.",
"debtorAccount": {
"iban": "AZ77NABZ01350100000000001944",
"currency": "AZN"
b
"creditorAccount": {
"accountType": "iban",
"Value ": "Azzl*******************6789"
}
Response Field Type Required | Description
description
paymentld String true Odenisin unikal identifikatoru
transactionStatu | String true Omaliyyatin statusu
s
statusReasonlnf | String true Sahv/ugursuzlugun texniki
ormation izahi
psuMessage String true Bankdan istifadagiys mesaj
(sehv olarsa)
debtorAccount | DebtorAccou | true Vasaiti gdbndaren terafin hesabi
ntReference
creditorAccount | CreditorAcco | true Vesaiti alan tersfin hesabi
untRespons
e
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