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1. Introduction

STPG environment is a complete set of software modules and components providing several facilities for integration with CMA solutions: Payment Gateway, DEPO/X, RTS/X and others (hereafter — the Core System). It gives opportunity to choose the most convenient protocol and desired architecture depending on customer needs for establishing client to system interaction on Straight-through processing (STP) principles. 

STPG - Straight-through processing Gateway is the main component of the integration solution. On the one hand it organizes interchange with the Core System, on the other hand it serves connections, subscriptions and exchange session with other systems and external users. Usually it is installed in the central area playing the role of the front server in the Core System architecture.
GWClient – is the Client Communication Component. This component provides customers with an easy-to-use programming interface (API) for online message exchange with STPG. Communication between GWClient (i.e. client application that uses GWClient) and STPG is based on HTTP/HTTPS as network transport.

The GWCLIENT provides simplicity, ease of use, and robustness. GWClient is implemented and distributed as a set of Java libraries (.jar files). Authentication, sending and receiving of messages by Participant’s application are implemented with calls to methods (functions) provided by GWClient  API. This document lists the methods that should be used to connect a user application to STPG. So, GWClient Java API allows Participants to to establish interaction between STPG and participant’s software (such as core banking system) via private network (i.e. local area network, or VPN, or similar network with TCP connectivity).

STP Adapters. CMA supplies integration solution with the several adapters that can be installed in a client environment and support the following interfaces:

· SOAP based web services

· File exchange

· Message queues (MQ)

All adapters use the GWClient component to organize connection and exchange session with STPG from one side and their particular interfaces to the client side. For every adapter certain settings can be enabled to automatically digitally sign content of outgoing messages and verify digital signatures of messages incoming from the Core System.

STPG Web Services – web services exposed on the STPG server. This option could be used by clients without installing any CMA software in their infrastructure. For security purposes HTTP should be protected with TLS/SSL encryption – HTTPS. It it also recommended to use client authentication with certificate to ensure that STPG accepts web service requests only from a system (or systems) that have a certificate issued by designated Certification Authority. Digital signing of content of outgoing messages and verification of digital signatures of incoming messages have to be implemented within client application (such as core banking system). 
To integrate with the STPG by web services, one must be familiar with 

· SWIFT message formats.
· SOAP (Simple Object Access Protocol) - specification for exchanging structured information in the implementation of web services.
This document describes using of STPG Web Services for integration. This web service supprts multiple user connections and has two options of communication:

· Two-way SOAP requests (Client  System -> STPG, STPG -> Client System)

· One-way SOAP requests (Client System -> STPG)

2. Data Structures

The web services are formally defined and described using WSDL, formal definition is provided in Appendix. Web services have the complex type ParamsMtMsg based on the data presentation format meant to establish interaction with the SWIFT network.
Two main formats of messages are now supported:

· MT – classic S.W.I.F.T. messages

· MX – XML based S.W.I.F.T. messages

For MT message the set and structure of service fields in such messages match the set and structure of the fields in S.W.I.F.T. message, while all the fields of Block 4 are copied unchanged to the block4 element.

2.1 ParamsMtMsg type structure:

	
	Fields 
	

	Type
	Mandatory or Optional
	Field and Description
	Example

	string
	M
	block4 

Contains the contents of block 4 of a SWIFT message for MT messages or entire message body for MX messages
	

	string
	O
	msgCopySrvId 

3-character identification of network service
	COA

	string
	O
	msgCopySrvInfo 

32-character FIN Copy service information
	X1244

	string
	O
	msgDelNotifRq 

1-character message delivery notification request
	N

	string
	O
	msgFinValidation 

8-character network validation services requested for the message
	N

	string
	O
	msgFormat 

The message format(must always be ‘S’ for messages handled or received by the STPG interface)
	S

	long
	O
	msgId 
Internally used identifitator.
	12345

	string
	M
	msgMacResult 

Participant's user digital authentication signature of the block4 element (check security section of this document below for more information)
	

	string
	O
	msgNetInputTime 

4-character remote input time in the HHMM format
	1256

	string
	O
	msgNetMir 

28-character message input reference
	141107SYSTEM22XXXX0001012773

	string
	O
	msgNetOutputDate 

10-character local output date and time in YYMMDDHHMM format
	1411071323

	string
	O
	msgPacResult 

Participant's digital authentication signature of the entire message
	

	string
	O
	msgPde 

1-character 'possible duplication emission' flag. User should set this element to ‘Y’ when sending the message second time.
	N

	string
	O
	msgPdm 

1-character 'possible duplication message' flag. Should always be empty for input messages.
	Y

	string
	O
	msgPriority 

1-character transport priority level
	N

	string
	M
	msgReceiver 

The 12-character BIC address of the message recipient
	SYSTEM22XXXX

	string
	M
	msgSender 

The 12-character BIC address of the message sender
	SENDER22XXXX

	string
	O
	msgSequence 

6-character output sequence number
	000001

	string
	O
	msgSession 

4-character session number
	0001

	string
	O
	msgSubFormat 

Char 'I' for messages to be sent to STPG Char 'O' for messages received from STPG
	I

	string
	M
	msgType 

The message type. It is the 3-character message type as specified in the Application Header Block of S.W.I.F.T. message for MT messages or entire message type for MX messages.
	103

	string
	O
	msgUserPriority 

4-character indication of any priority the sender assigns for processing by the recipient. 4-character indication of any priority the sender assigns for processing by the recipient. It is the banking priority field (field 113) in the User Header Block of S.W.I.F.T. message.
	0001

	string
	O
	msgUserReference 

16-character user reference. 16-character user reference. It is the MUR (Message User Reference) field (field 108) in the User Header Block.
	FT1331669663

	string
	O
	format 

The main format: MT or MX (could be extended in future, e.g.: XML)
	MT

	string
	O
	refMsgUserReference 

This field is optional, in received messages it could be filled with 16-character reference of sent message (msgUserReference).
	FT1331669662

	integer
	O
	msgNumOfBatches
Number of batches (this element is mandatory for MT150 message)
	3

	string
	O
	msgAmount 

Cumulative amount of all payment instructions in the MT150 batch file (this element is mandatory for MT150 message)
	185,00


2.2 Example of block4 of MT message:

20:TRNCRLF:79:Free text

Where 

CR = carriage return

LF = line feed

The following symbols should be escaped according to the W3C definition http://www.w3.org/TR/xml11/#syntax:

< &lt;

> &gt;

& &amp;

<block4>20:TRANSREF

32A:990802CCD10000,00

50:A PAYER INC

59:A PAYEE INC

70:PAYER TO PAYEE INFO</block4>
2.3 Acknowledgement structure

Complex type Result_t represents acknowledgement and consists of the following fields:

	
	Fields 
	

	Type
	Mandatory or Optional
	Field and Description
	Example

	string
	M
	type 

ACK or NAK
	ACK

	string
	M
	datetime 

the string representation of the current date in the format “YYMMDDHHMM”
	1411071112

	string
	M
	mir 

this field contains 28-character message input reference of original message that is going to be acknowledged (field msgNetMir of ParamsMtMsg) 
	141107SYSTEM22XXXX0001012773

	string
	O
	ref 

Optional. 16-character message user reference of original message that is going to be acknowledged (field msgUserReference of ParamsMtMsg)
	FT1331669663

	string
	M
	signature 

Digital signature of acknowledgement
	

	string
	O
	code 

Optional. In case of NAK: error code
	EL26

	String
	O
	description 
Optional. In case of NAK: error description
	Invalid value of message user priority

	string
	O
	info 

Optional. In case of NAK: additional error info(string)
	AA


2.4 Web Service API for multiple users mode (Two-way SOAP requests)
This mode is provided as a web service exposed by STPG itself and supplies interfaces to obtain and serve connection to STPG for several clients, and also assumes that SOAP requests are sent in both directions: 

1) For processing client requests to STPG. Web service provides method send for transfering one message (ParamsMtMsg) per call and returns result (ACK, NAK) in response. Method is synchronous. This web service is implemented (and provided) by STPG; Client System acts as its client.
2) For processing backward messages from STPG to Client System the same WSDL definition and method send is used. This web service should be implemented (and provided) by Client System; STPG acts as a client.
The web services are formally defined and described using WSDL, definition for this mode is provided in Appendix 1.

2.4.1 Messages workflow
Diagram 3. Messages workflow for multiple users mode (Two-way SOAP requests)
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Example of the messages workflow:

1. Client sends SOAP request “logon” providing user credentials to obtain connection to STPG and URL for Web Service 2 own implementation deployed on the client site.  

2. Web service 1 serves requests and tries to obtain connection to STPG and to the Web Service 2.

3. If logon succeed and Web Service 2 accessed then it returns SOAP Response with unique session_id that should be provided by client in further request; otherwise SOAP fault message is returned providing information about failure reason.  
4. Client core system transfers message requesting Web service 1 by SOAP method “send”.
5. Service parses the request fulfilling ParamsMtMsg with additional parameters and transfers it to STPG. 
6. The result of execution is returned in SOAP Response: ACK (or NAK + details). 

7. After client logon subscription for incoming messages is performed. Every message is processed separately one by one, in the order of receiving. Steps 8-10 are repeated constantly while client connection is opened.

8. STPG requests SOAP method “send” of Web Service 2 exposed in the client environment.
9. – 10 Client system serves the SOAP request and responses the result: ACK (or NAK + details) to STPG. 
11. At the end client finalizes session requesting Web service 1 SOAP  “logout” method.

12. Web service 1 disconnect user from STPG

13. Web service 1 returns empty SOAP response defining the successful “logout”.

2.4.2 logon request

Logon request allows obtain connection to STPG. Parameter session_id from response message should be used for other methods identifying exchange session. This request consists of the following parameters:

· Element <username>

· Element <password>

· Element <clientWSUrl> - contains URL to client implementation of Web Service 2; if this parameter is empty or omitted then STPG will serve this connection in the one-way SOAP requests mode, check the next chapter.
· Optional element <signature> - check security section of this document for details

Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:logon>
         <username>SENDER22XXXX</username>
         <password>PASSWORD</password>
         <clientWSUrl>https://clienthost/GWClientMUService/GWClientMU?wsdl</clientWSUrl>
      </int:logon>
   </soapenv:Body>
</soapenv:Envelope>
Example of success response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:logonResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
      </ns2:logonResponse>
   </soap:Body>
</soap:Envelope>
2.4.3 send request
This request is used for transferring message in direction Client System -> STPG and in backward direction. This request consists of two mandatory parameters:

· Element <session_id> identifies user session

· Element <message> contains ParamsMtMsg representation of S.W.I.F.T message

Note: in case if block4 contais some XML data then it must be masked with <![CDATA[ … ]]> sequence, otherwise it will not be processed. If block4 contains only text data then masking is not needed.
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:send>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
         <message>
            <block4>BLOCK4 CONTENT</block4>
            <msgReceiver>SYSTEM22XXXX</msgReceiver>
            <msgSender>SENDER22XXXX</msgSender>
            <msgType>543</msgType>
            <msgUserReference>FT1331669663</msgUserReference>
            <format>MT</format>
         </message>
      </int:send>
   </soapenv:Body>
</soapenv:Envelope>
Response is an ACK or NAK message with the following parameters:

· Element <type> - ACK,NAK

· Element <datetime> - the string representation of the current date in the format “YYMMDDHHMM”;
· Element <mir> - message input reference

· Optional element <ref> - message user reference

· Optional element <signature> check security section below for more information

In case of a NAK, it also includes:

· Element <code> - error code

· Element <description> - error description

· Element <info> - additional error info(string)
Example of successful response (ACK):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:sendResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <data>
            <type>ACK</type>
            <datetime>1411071112</datetime>
            <mir>141107SYSTEM22XXXX0001012773</mir>
            <ref>FT1331669663</ref>
         </data>
      </ns2:sendResponse>
   </soap:Body>
</soap:Envelope>
Example of a response with an error (NAK):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:sendResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <data>
            <type>NAK</type>
            <datetime>1411071112</datetime>
            <mir>141107SYSTEM22XXXX0001012773</mir>
            <ref>FT1331669663</ref>
            <code>EL26</code>
            <description>Invalid value of message user priority</description>
            <info>AA</info>
         </data>
      </ns2:sendResponse>
   </soap:Body>
</soap:Envelope>
2.4.4 logout request
This request is used to stop exchange with STPG and disconnects user from system.

One mandatory parameter is used:

· Element <session_id> identifies user session

Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:logout>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
      </int:logout>
   </soapenv:Body>
</soapenv:Envelope>
Example of response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:logoutResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/"/>
   </soap:Body>
</soap:Envelope>
2.4.5 Error handling

Reponses to SOAP requests can take one of the following two forms: success responses or error responses. For an error response, the response could contain either HTTP errors or SOAP faults. A success response is always a SOAP message. 
For the errors on application level and GWClient transport level, the following fault message structure is used (example):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <soap:Fault>
         <faultcode>soap:Server</faultcode>
         <faultstring>send failed</faultstring>
         <detail>
            <ns2:fault xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
               <code>SC</code>
               <description>Session was closed</description>
               <info>631496C9314E2BDE5358506EAEEFCD33</info>
            </ns2:fault>
         </detail>
      </soap:Fault>
   </soap:Body>
</soap:Envelope>
Normal scenario for handling such faults is reconnection: request logout with current session identifier and then logon to obtain new connection.
2.5 Web Service API for multiple users mode (One-way SOAP requests)
This mode is provided as a web service exposed by STPG itself and supplies interfaces to obtain and serve connection to STPG for several clients. 

The API (in the form of SOAP requests, responses) is the similar to the Java API described above, with the following notable difference: instead of using a callback to be notified of incoming messages from STPG, the web service provides method getUpdate that returns an array ParamsMtMsgArray of structures ParamsMtMsg. This method provides similar results as the callback in Java API, but in synchronous way: client itself is responsible to periodically request STPG for any incoming messages (see details of usage below). 
The web services are formally defined and described using WSDL,  definition for this mode provided in Appendix 1.

2.5.1 Messages workflow
Diagram 4. Messages workflow for multiple users mode (One-way SOAP requests)
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Example of the messages workflow:

10. Client sends SOAP request “logon” providing user credentials to obtain connection to STPG

11. Web service serves requests and tries to obtain connection to STPG.

12. If logon succeed then it returns SOAP Response with unique session_id that should be provided by client in further request; otherwise SOAP fault message is returned providing information about failure reason.  
13. Client core system transfers message requesting by SOAP method “send”.
14. Service parses the request fulfilling ParamsMtMsg with additional parameters and sends it to STPG. 
15. The result of execution is returned in SOAP Response: ACK (or NAK + details). 

16. Service receives Message1 from STPG through current connection.

17. Client requests for incoming messages by SOAP method “getUpdates”

18. Service returns the array ParamsMtMsgArray that contains Message1 
19. Client System processes the Message1 and notifies STPG about result by requesting SOAP “sendACKNAK” method. 
20. Service serves the request and returns acknowledgment to STPG
21. Service returns empty SOAP response defining the successful execution.

22. – 18 the same steps for receiving and acknowledgment of Message2
14. At the end client finalizes session requesting SOAP “logout” method.

15. Service disconnect user from STPG

16. Service returns empty SOAP response defining the successful “logout”.

2.5.2 logon request

Logon request allows obtain connection to STPG. Parameter session_id from response message should be used for other methods identifying exchange session. This request consists of the following parameters:

· Element <username>

· Element <password>

· Optional element <signature> - check security section of this document for details

Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:logon>
         <username>SENDER22XXXX</username>
         <password>PASSWORD</password>
      </int:logon>
   </soapenv:Body>
</soapenv:Envelope>
Example of success response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:logonResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
      </ns2:logonResponse>
   </soap:Body>
</soap:Envelope>
2.5.3 send request
This request is used for transferring message in direction Client System -> STPG. This request consists of two mandatory parameters:

· Element <session_id> identifies user session

· Element <message> contains ParamsMtMsg representation of S.W.I.F.T message

Note: in case if block4 contains some XML data then it must be masked with <![CDATA[ … ]]> sequence, otherwise it will not be processed. If block4 contains only text data then masking is not needed.
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:send>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
         <message>
            <block4>BLOCK4 CONTENT</block4>
            <msgReceiver>SYSTEM22XXXX</msgReceiver>
            <msgSender>SENDER22XXXX</msgSender>
            <msgType>543</msgType>
            <msgUserReference>FT1331669663</msgUserReference>
            <format>MT</format>
         </message>
      </int:send>
   </soapenv:Body>
</soapenv:Envelope>
Response is an ACK or NAK message with the following parameters:

· Element <type> - ACK,NAK

· Element <datetime> - the string representation of the current date in the format “YYMMDDHHMM”;
· Element <mir> - message input reference

· Optional element <ref> - message user reference

· Optional element <signature> check security section below for more information

In case of a NAK, it also includes:

· Element <code> - error code

· Element <description> - error description

· Element <info> - additional error info(string)
Example of successful response (ACK):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:sendResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <data>
            <type>ACK</type>
            <datetime>1411071112</datetime>
            <mir>141107SYSTEM22XXXX0001012773</mir>
            <ref>FT1331669663</ref>
         </data>
      </ns2:sendResponse>
   </soap:Body>
</soap:Envelope>
Example of a response with an error (NAK):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:sendResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <data>
            <type>NAK</type>
            <datetime>1411071112</datetime>
            <mir>141107SYSTEM22XXXX0001012773</mir>
            <ref>FT1331669663</ref>
            <code>EL26</code>
            <description>Invalid value of message user priority</description>
            <info>AA</info>
         </data>
      </ns2:sendResponse>
   </soap:Body>
</soap:Envelope>
2.5.4 getUpdate request
To provide real-time information workflow from STPG to client system this method is intended to be implemented in long-polling paradigm.  It assumes the following scenario: the client sends a getUpdate request to the web service and the service keeps the request open for a predefined period of time (e.g. 30 seconds). 
· If a message is received within that period (or before the call), a response containing the message is sent to the client. Client system accepts the message for processing and calls “sendACKNAK” method for acknowledgment. After this client application should repeat cycle.
· If a notification is not received within the set time period, the server sends an empty response to terminate the open request. After this client application should repeat cycle.

One mandatory parameter is used:

· Element <session_id> identifies user session

Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:getUpdates>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
      </int:getUpdates>
   </soapenv:Body>
</soapenv:Envelope>
Example of response:
Response contains one or more elements <item> holding ParamsMtMsg representation of S.W.I.F.T message.
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:getUpdatesResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
         <item>
            <block4>BLOCK4 CONTENT</block4>
            <msgDelNotifRq>N</msgDelNotifRq>
            <msgFormat>S</msgFormat>
            <msgNetInputTime>1323</msgNetInputTime>
            <msgNetMir>141107SYSTEM22XXXX0001012774</msgNetMir>
            <msgNetOutputDate>1411071323</msgNetOutputDate>
            <msgPde>N</msgPde>
            <msgPdm>N</msgPdm>
            <msgReceiver>SENDER22XXXX</msgReceiver>
            <msgSender>SYSTEM22XXXX</msgSender>
            <msgSequence>012774</msgSequence>
            <msgSession>0001</msgSession>
            <msgSubFormat>O</msgSubFormat>
            <msgType>543</msgType>
            <msgUserPriority>0020</msgUserPriority>
            <msgUserReference>FT1331669664</msgUserReference>
            <format>MT</format>
            <refMsgUserReference>FT1331669663</refMsgUserReference>
</item>
      </ns2:getUpdatesResponse>
   </soap:Body>
</soap:Envelope>
Example of empty response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:getUpdatesResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/"/>
   </soap:Body>
</soap:Envelope>
2.5.5 sendACKNAK request
This request is used to deliver acknowledgment to STPG for the messages received by “getUpdates” method. 

The following parameters are used:

· Element <session_id> identifies user session

Parameters under the <data> element refer to ParamsMtMsg that is going to be acknowledged and has the same structure as “send” response:
· Element <type> - ACK,NAK

· Element <datetime> - the string representation of the current date in the format “YYMMDDHHMM”;
· Element <mir> - message input reference

· Optional element <ref> - message user reference

· Optional element <signature> check security section below for more information

In case of a NAK, it also includes:

· Element <code> - error code

· Element <description> - error description

· Element <info> - additional error info(string)
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:sendACKNAK>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
         <data>
            <type>ACK</type>
            <datetime>1411071112</datetime>
            <mir>141107SYSTEM22XXXX0001012773</mir>
            <ref>FT1331669663</ref>
         </data>
      </int:sendACKNAK>
   </soapenv:Body>
</soapenv:Envelope>
Example of response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:sendACKNAKResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/"/>
   </soap:Body>
</soap:Envelope>
2.5.6 logout request
This request is used to stop exchange with STPG and disconnects user from system.

One mandatory parameter is used:

· Element <session_id> identifies user session

Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:int="http://integration.gwclient.smallsystems.cma.se/">
   <soapenv:Header/>
   <soapenv:Body>
      <int:logout>
         <session_id>631496C9314E2BDE5358506EAEEFCD33</session_id>
      </int:logout>
   </soapenv:Body>
</soapenv:Envelope>
Example of response:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:logoutResponse xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/"/>
   </soap:Body>
</soap:Envelope>
2.5.7 Handling errors

Reponses to SOAP requests can take one of two forms: success responses or error responses. For an error response, the response could contain either HTTP errors or SOAP faults. A success response is always a SOAP message. 
For the errors on application and GWClient transport level the following fault message structure is used (example):

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <soap:Fault>
         <faultcode>soap:Server</faultcode>
         <faultstring>sendACKNAK failed</faultstring>
         <detail>
            <ns2:fault xmlns:ns2="http://integration.gwclient.smallsystems.cma.se/">
               <code>SC</code>
               <description>Session was closed</description>
               <info>631496C9314E2BDE5358506EAEEFCD33</info>
            </ns2:fault>
         </detail>
      </soap:Fault>
   </soap:Body>
</soap:Envelope>
Normal scenario for handling such faults is reconnection: request logout with current session identifier and then logon to obtain new connection.
3. Security

Current chapter specifies security mechanisms employed to secure communication and protect integrity of message exchange for STPG Web Service deployment option and states security requirements to client application. This mode is provided as a web service exposed by STPG (installed on Central Institution’s infrastructure). Multiple participants’ client application connect to STPG and use SOAP requests over HTTPS. 

SOAP requests are either one-way (always from client application to STPG), or two-way (in this case client application has to implement the web service and STPG will invoke it in order to send any outgoing messages).

Diagram 1. Web services, multiple users’ mode (Two-way SOAP requests)
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Security mechanisms for the multiple users’ deployment with two-way communication are described below.

1) Encryption:

All the data transferred between Client Application (running on Participant site) and STPG (running in Central Institution) is encrypted with TLS/SSL, because HTTPS is the protocol used for communication between Client Application and STPG.
2) Access control:

a. Connection of the Client Application to STPG is authenticated using login/password (assigned in the Core System in Central Institution) and with digital certificate (HTTPS client authentication is enabled in the web service).

b. Reverse connection from STPG  to web service exposed by each participant’s client application is also protected authenticated with HTTPS client certificate authentication.

3) Message integrity, non-repudiation:

c. Participant’s client application digitally signs contents of each message sent to STPG. The Core System validates digital signature, stores it in central database (to allow verification in future, such as to prove non-repudication in case of a dispute or for audit).

d. In case if message content is transmitted through the Core System unmodified (e.g. copy of a payment message), the Core System also copies original sender Participant’s digital signature. So, the Recipient Participant’s application can verify Sender Participant’s digital signature.

Diagram 2. Web services, multiple users’ mode (one-way SOAP requests)
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In case of multiple users’ mode and one-way SOAP requests, security controls are the same as in two-way mode, except for there’s no web service exposed by Participant’s client application, so there’s one less connection. The rest is exactly the same as described above.
Diagram 3. Digital signatures exchanged between two Participants over Web service multi user mode  (example with MT messages)
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Diagram 4. Digital signatures exchanged between two Participants over Web Serice multi user mode  (example with MT150 messages)
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4. Digital signatures – developer’s guide

4.1 General requirements and recommendations

Participant application needs to create digital signatures of outgoing messages and verify digital signatures of incoming messages.

4.1.1 Private key with the corresponding certificate

In order to create digital signatures, the application needs to have a private key with corresponding X.509 certificate, issued by designated Certification Authority. 

The private key can be stored in any of the following locations:

· Java keystore file (.jks), 

· Windows certificate store (which is actually a file, just secured by Windows domain security) - Java applications may use MSCAPI provider to access this type of stores;

· Hardware device (such as cryptography token, or smart card, or even HSM). Usually manufacturers of such devices provide MSCAPI security provider and/or PKCS#11 library that allow standards-compliant applications to access these devices. Java allows access to devices with either of these interfaces.

4.1.2 Public certificates

In order to verify digital signatures of incoming messages, client applications need to have 

1) certificate of the central system (to verify any signatures generated by the system);

2) certificates of all other participants (to verify signatures generated by other participants on their payments).

All the certificates are kept centrally in the system in LDAP directory service. 

Participant applications should retrieve certificates from LDAP and use them to verify digital signatures.

4.1.3 Canonicalization algorithm for XML elements
Message-exchange on BCS/X system is based on XML messages. In order to sign the data and verify the signature of XML message parts (XML element or XML subtree) taking into account the possibility of adding spaces or new lines, which is allowed by XML standard, the message must be transformed to a standard form (canonicalized or normalized) before signing the data or verifying the signature. In BCS/X system the following canonicalization algorithm is used:

The algorithm takes an XML subtree as an input and forms normalized string with XML elements’ names and contents as an output, walking over the whole DOM-tree of the input element starting from root. For example, the following XML subtree is set as an input string to the algorithm when forming signature of MT150 block4 element:

<block4><batch>
<msg_subtype>102</msg_subtype>
<body>:20:MOSZAXXX0810B003

:23:CREDIT

:50K:/AZ89NABZ01350100000000028944

1

1234567890/123456

505237/9900006801

AZ66NABZ01350100000000003944

:52A:/D/AZ13NABZ01350100000003003944

MOSZAZ22

:21:MOSZAXXX0810T000

:32B:AZN10,00

:57A:/C/AZ36NABZ01350100000003028944

AMRAAZ22

:59:/AZ89NABZ01350100000000028944

QQ

1234567890/123

506719/1400064171

AZ89NABZ01350100000000028944

:70:W

:26T:900

:77B:W

:32A:150810AZN10,00

:72:/BNF/1</body>

<sign></sign>

</batch>

</block4>

For each element the following rules are applied

1) Element name is added to output string followed by the pair “<>”.

block4<>

2) If element is empty, then the algorithm proceeds to the next element.

3) If the element contains some children elements, then the name of the first child is added after “<” character and followed again by “<>”. 

block4<batch<>>

4) If the element has no children elements and contains some data, then the data added after “<” character between “==” characters. All line endings in data are replaced by line feed character (\r\n is replaced by \n):

block4<batch<msg_subtype<=102=>>> 

5) The process repeats for every element in the input DOM tree 

block4<batch<msg_subtype<=102=>body<=:20:MOSZAXXX0810B003\n:23:CREDIT\n:50K:/AZ89NABZ01350100000000028944\n1\n1234567890/123456\n505237/9900006801\nAZ66NABZ01350100000000003944\n:52A:/D/AZ13NABZ01350100000003003944\nMOSZAZ22\n:21:MOSZAXXX0810T000\n:32B:AZN10,00\n:57A:/C/AZ36NABZ01350100000003028944\nAMRAAZ22\n:59:/AZ89NABZ01350100000000028944\nQQ\n1234567890/123\n506719/1400064171\nAZ89NABZ01350100000000028944\n:70:W\n:26T:900\n:77B:W\n:32A:150810AZN10,00\n:72:/BNF/1=>sign<=>>> 

An example of this algorithm code in java is available in code listings below. Function canonicalize recursively walks over DOM tree and forms normalized string as described above
4.1.4 Digital signatures of MT150 messages

For MT150 messages every block4\batch\body element is canonlicalized according to the algorithm described in 5.1.3 then converted to byte array using encoding ‘UTF-16’ and signed separately and the result of signing is put to the relevant <sign> element. Then the whole XML subtree block4 of the message is canonicalized again then converted to byte array using encoding ‘UTF-16’ and signed and the signature is stored in the field msgMacResult.  

Similarly, for those MT150 messages that participant is going to send to the system, client application has to digitally sign every nested instructions under <body> element and put the result in the relative <sign> element.   Detached XML signature of block4 elements stored in the field msgMacResult. 

4.1.5 Checks required during verification of digital signatures

As part of verifying digital signature, participant application has to check if the signer’s certificate was revoked, or not. This is achieved through the use of Certificate Revocation List (CRL) that is also published by designated Certification Authority to central LDAP or available through other URL(s) – specified in “CRL Distribution Point” (CDP) extension of signer’s certificate. 

Client application should be able to download CRL either from LDAP or from any URLs specified in CDPs of signers’ certificates and should verify validity of signers’ certificates. 

CRLs may be updated frequently (in certain environments as often as every hour), so client applications need to take that into account and should regularly check LDAP for fresh CRL (updated CRL has sequence number incremented as compared to older CRL).

4.2 Digital signing of MT messages other than MT150
Block4 of an MT message has to be digitally signed prior to sending to the system. In order to sign it, block4 string has to be converted to buffer (array) of bytes using the following algorithm:

1) The XML sub-tree starting from the element block4 should be canonicalized (normalized) according to the algorithm described in 5.1.3 and listed in the examples below
2) Convert (encode) the string into array of bytes using UTF-16LE encoding (UTF16 Little Endian)

Once this is done, the array of bytes has to be digitally signed using private key and corresponding certificate. Signature format is PKCS#7 Enveloped Data, detached signature. Signature buffer should be finally base64-encoded into a string, prior to passing it to any API or sending to the system.

Detached signature means that the signature buffer produced is separate from the signed data buffer. Attached signature format SHOULD NOT be used as the MT message is transmitted and stored anyway, and duplicating it inside signature buffer is a waste of valuable disk space and network traffic .

The signature SHOULD include 

· SignerInfo - Signer’s certificate issuer name and serial number

· Date/time stamp as signed attribute

The signature SHOULD NOT include Signer’s certificate. Every certificate used in the system is stored in central LDAP directory server and any software that verifies digital signatures retrieves certificates from LDAP. So, including signer certificate into every signature is a huge waste of valuable database space and also network traffic. SignerInfo (issuer name and serial number) is enough to verify the signature. 

The signature SHOULD NOT include any other certificates or certificate revocation lists (CRL) for the same reason – that’s a waste of space and network traffic.

Example in Java language, with simplified (no) exception handling and based on open source code:

1) Bouncy Castle Crypto APIs (https://www.bouncycastle.org/java.html )

2) Base64 (http://iharder.sourceforge.net/current/java/base64/) 

import java.security.PrivateKey;
import java.security.cert.X509Certificate; 

import org.bouncycastle.cms.CMSProcessableByteArray;
import org.bouncycastle.cms.CMSSignedData;
import org.bouncycastle.cms.CMSSignedDataGenerator;
import org.bouncycastle.cms.CMSTypedData;
import org.bouncycastle.cms.jcajce.JcaSignerInfoGeneratorBuilder;
import org.bouncycastle.operator.ContentSigner;
import org.bouncycastle.operator.jcajce.JcaContentSignerBuilder;
import org.bouncycastle.operator.jcajce.JcaDigestCalculatorProviderBuilder;
import org.dom4j.*;
public class CMSSignedDataSigner {

final PrivateKey privateKey;


final X509Certificate signerCert;

final String providerName;


final String algorithm;

public CMSSignedDataSigner(PrivateKey privkey, X509Certificate cert, String provider, String alg)

{


privateKey = privkey;



signerCert = cert;


providerName = provider;



algorithm = alg;

}

private byte[] signSep(byte[] data) throws Exception

{


CMSTypedData typedData = new CMSProcessableByteArray(data);


CMSSignedDataGenerator gen = new CMSSignedDataGenerator();


ContentSigner signer = 



new JcaContentSignerBuilder(algorithm)




.setProvider(providerName)




.build(privateKey);


JcaSignerInfoGeneratorBuilder builder = new JcaSignerInfoGeneratorBuilder(



new JcaDigestCalculatorProviderBuilder()




.setProvider("BC")




.build() );


gen.addSignerInfoGenerator(builder.build(signer, signerCert));


CMSSignedData signed = gen.generate(typedData, false);


byte[] der = signed.getEncoded();


return der;

}
public String signXMLElement(Element element) throws Exception {


final byte[] dataToSign = normalize(element);


return Base64.encodeBytes(signSep(dataToSign));

}


public static byte[] normalize(Element elem) {



final StringBuilder strb = new StringBuilder();



canonicalize(elem, strb);



return strb.toString().getBytes("UTF-16LE");


}


private static void canonicalize(final Element elem, final StringBuilder strb) {



strb.append(elem.getName());



if (elem.elements().isEmpty()) {




boolean isEmpty = true;




for (Iterator iter = elem.content().iterator(); iter.hasNext();) {





Object o = iter.next();





if (o instanceof AbstractText) {






final String text = ((AbstractText) o).getText();






if (!text.isEmpty()) {







if (isEmpty) {








isEmpty = false;








strb.append("<=");







}







strb.append(text.replaceAll ("\r\n", "\n"));






}





}




}




if (isEmpty)





strb.append("<>");




else





strb.append("=>");



} else {




strb.append("<");




for (Object o : elem.elements()) {





canonicalize((Element) o, strb);




}




strb.append(">");



}

}
}

In the example above an instance of CMSSignedDataSigner has to be constructed with the following arguments:

1) Signer’s private key from a keystore

2) Signer’s X.509 certificate from the same keystore

3) Cryptography provider - should be 
a. either “BC” in case of java keystore (JKS file), 
b. or another value in case of other types of keystores, such as MS CAPI 
– should be extracted from KeyStore object “ks” as follows:


final String provider = ks.getProvider().getName())

4) Signature algorithm – usually "SHA256withRSA" if private key is in java keystore or similar software-based store, or "SHA1withRSA" in case if private key is on smartcard/token or similar device (reason: some popular smartcards/tokens still don’t support signing with SHA256 hash, they only support SHA1);
4.3 Verifying digital signature of MT message 

Block4 of an MT messages received from the central system are digitally signed by the system. Signature is stored in the element msgMacResult. Every batch in block4 of MT150 coming from the system is signed and the signature is put to corresponding sign element. In order to verify digital signature, corresponding XML subtree string has to be converted to buffer (array) of bytes using the same algorithm which is used while signing of XML subtree:

1) The XML sub-tree starting from the element block4 should be canonicalized (normalized) according to the algorithm listed below
2) Convert (encode) the string into array of bytes using UTF-16LE encoding (UTF16 Little Endian)

Digital signature string is a base64 encoded buffer of PKCS#7 Enveloped Data, detached signature. The signature string has to be base64-decoded into a byte buffer in order to proceed with verification.

Once the steps above are done, the two byte arrays (signed data and digital signature) can be used to verify the signature. 

Example in Java language, with simplified (no) exception handling and based on open source code:

1) Bouncy Castle Crypto APIs (https://www.bouncycastle.org/java.html )

2) Base64 (http://iharder.sourceforge.net/current/java/base64/) 

import java.math.BigInteger;
import java.security.cert.X509Certificate;
import java.util.Date;
import java.util.Enumeration;
import java.util.Iterator;
import org.bouncycastle.asn1.ASN1UTCTime;
import org.bouncycastle.asn1.DERUTCTime;
import org.bouncycastle.asn1.cms.Attribute;
import org.bouncycastle.asn1.cms.AttributeTable;
import org.bouncycastle.asn1.cms.CMSAttributes;
import org.bouncycastle.asn1.x500.X500Name;
import org.bouncycastle.cms.CMSException;
import org.bouncycastle.cms.CMSProcessableByteArray;
import org.bouncycastle.cms.CMSSignedData;
import org.bouncycastle.cms.CMSTypedData;
import org.bouncycastle.cms.SignerInformation;
import org.bouncycastle.cms.SignerInformationStore;
import org.bouncycastle.cms.jcajce.JcaSimpleSignerInfoVerifierBuilder;
import org.dom4j.*;
public class CMSSignedDataVerifier {

private boolean checkSep(byte[] data, byte[] sign) throws Exception {


CMSTypedData typedData = new CMSProcessableByteArray(data);


CMSSignedData s = new CMSSignedData(typedData, sign);


SignerInformationStore signers = s.getSignerInfos();


@SuppressWarnings("unchecked")


Iterator<SignerInformation> iter = signers.getSigners().iterator();


while (iter.hasNext()) {



SignerInformation signer = iter.next();



X500Name issuer = signer.getSID().getIssuer();



BigInteger serial = signer.getSID().getSerialNumber();



System.out.println("Serial: " + serial + ", issuer: " + issuer);



// retrieve signer's certificate from certificate database (LDAP)



final X509Certificate signerCert =

selectCertByIssuerSerial(issuer, serial); 



// verify digital signature 



boolean verified = signer.verify(




new JcaSimpleSignerInfoVerifierBuilder()





.setProvider("BC").build(cert));




if (verified)

{





// extract signing time – just in case if you need it




Date signingTime = extractSigningTime(signer);



}

}



return verified;

}

private Date extractSigningTime(SignerInformation signer) throws Exception {


Date signingTime = null;


AttributeTable signedAttrs = signer.getSignedAttributes();


if (signedAttrs == null) 

return null;
Attribute signingTimeAttr = signedAttrs.get(CMSAttributes.signingTime);


if (signingTimeAttr == null)

return null;


Enumeration<?> en = signingTimeAttr.getAttrValues().getObjects(); 
             while (en.hasMoreElements()) { 
Object obj = en.nextElement();  
if (obj instanceof ASN1UTCTime) {

ASN1UTCTime asn1Time = (ASN1UTCTime) obj;

signingTime = asn1Time.getDate();

break;
} else if (obj instanceof DERUTCTime) {

DERUTCTime derTime = (DERUTCTime) obj;

signingTime = derTime.getDate();
break;
}
}


return signingTime;

}

public X509Certificate selectCertByIssuerSerial(X500Name issuer,


BigInteger serialNumber) throws Exception


{

// THIS HAS TO BE IMPLEMENTED BY THE APPLICATION.
// Retrieve signer's certificate, for instance from LDAP server, 
// or from some local storage.

// Essentially there should be a map with issuer+serial as a key and 

// X509Certificate as value.

}

public boolean checkXMLElement(Element block4, final String signature)


throws Exception {


byte[] signedData = normalize(block4);


byte [] sign = Base64.decode(signature);


return checkSep(signedData, sign);



}


public static byte[] normalize(Element elem) {



final StringBuilder strb = new StringBuilder();



canonicalize(elem, strb);



return strb.toString().getBytes("UTF-16LE");


}


private static void canonicalize(final Element elem, final StringBuilder strb) {



strb.append(elem.getName());



if (elem.elements().isEmpty()) {




boolean isEmpty = true;




for (Iterator iter = elem.content().iterator(); iter.hasNext();) {





Object o = iter.next();





if (o instanceof AbstractText) {






final String text = ((AbstractText) o).getText();






if (!text.isEmpty()) {







if (isEmpty) {








isEmpty = false;








strb.append("<=");







}







strb.append(text.replaceAll ("\r\n", "\n"));






}





}




}




if (isEmpty)





strb.append("<>");




else





strb.append("=>");



} else {




strb.append("<");




for (Object o : elem.elements()) {





canonicalize((Element) o, strb);




}




strb.append(">");



}

}
}
4.4 Digital signing of logon request
Web Service API for multiple users’ mode requires digital signing of the “logon” request. To digitally sign this request, client application needs to sign the string value of the password. Algorithm to sign the string is exactly the same as for signing of MT message block 4 – see 4.1 .

4.5 Digital signing for acknowledgments

The method “sendACKNAK” request is used for sending acknowledgments for the messages received from the Client System.  For digital signing of these acknowledgments the following rules are used, signature should be provided in the element <signature>: 

· In case of ACK,  element <signature> contains the digital signature of the string:

Data<DateTime<=%1=>MIR<=%2=>REF<=%3=>Signature<>>

Where:

· %1 – the string representation of the current date in the format “YYMMDDHHMM”;

· %2 – message input reference of the message that is going to be acknowledged;

· %3 – message user reference of the message that is going to be acknowledged;

Example:

Data<DateTime<=1501201112=>MIR<=141107SYSTEM22XXXX0001012773=>REF<=FT1331669663=>Signature<>>
· In case of NAK,  element <signature> contains the digital signature of the string:

Data<DateTime<=%1=>MIR<=%2=>REF<=%3=>Signature<>Code<=%4=>Description<=%5=>Info<=%6=>>

Where:

· %1 – the string representation of the current date in the format “YYMMDDHHMM”;

· %2 – message input reference of the message that is going to be acknowledged;

· %3 – message user reference of the message that is going to be acknowledged;

· %4 – error code;

· %5 – error description;

· %6 – additional error info(string);

Example:

Data<DateTime<=1501201112=>MIR<=141107SYSTEM22XXXX0001012773=>REF<=FT1331669663=>Signature<>Code<=EL26=>Description<=Invalid value of message user priority=>Info<=AA=>>
If the value of <any_element> is empty string then it should be represented in the following way:

any_element<>
Example of string for signing for acknowledgment with empty <Info> and <REF>:

Data<DateTime<=1501201112=>MIR<=141107SYSTEM22XXXX0001012773=>REF<>Signature<>Code<=EL26=>Description<=Invalid value of message user priority=>Info<>>
APPENDIX 1 WSDL for multiple users mode

<?xml version="1.0" encoding="UTF-8"?>
<definitions name="GWClientMUService" targetNamespace="http://integration.gwclient.smallsystems.cma.se/" xmlns="http://schemas.xmlsoap.org/wsdl/" xmlns:tns="http://integration.gwclient.smallsystems.cma.se/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/">
<types>

<xs:schema targetNamespace="http://integration.gwclient.smallsystems.cma.se/" version="1.0" xmlns:tns="http://integration.gwclient.smallsystems.cma.se/" xmlns:xs="http://www.w3.org/2001/XMLSchema">

<xs:element name="logon" type="tns:logon_t"/>

<xs:element name="logonResponse" type="tns:session_t"/>

<xs:element name="logout" type="tns:session_t"/>

<xs:element name="logoutResponse" type="tns:empty_t"/>

<xs:element name="send" type="tns:send_t"/>

<xs:element name="sendResponse" type="tns:sendResponse"/>

<xs:element name="getUpdates" type="tns:session_t"/>

<xs:element name="getUpdatesResponse" type="tns:ParamsMtMsgArray"/>

<xs:element name="sendACKNAK" type="tns:sendACKNAK_t"/>

<xs:element name="sendACKNAKResponse" type="tns:empty_t"/>

<xs:element name="fault" type="tns:fault_t"/>

<xs:complexType name="logon_t">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="username" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="password" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="signature" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="clientWSUrl" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="session_t">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="session_id" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="send_t">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="session_id" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="message" type="tns:ParamsMtMsg"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="sendACKNAK_t">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="session_id" type="xs:string"/>




<xs:element minOccurs="1" maxOccurs="1" name="data" type="tns:result_t"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="ParamsMtMsg">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="block4" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgCopySrvId" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgCopySrvInfo" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgDelNotifRq" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgFinValidation" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgFormat" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgId" type="xs:long"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgMacResult" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgNetInputTime" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgNetMir" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgNetOutputDate" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgPacResult" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgPde" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgPdm" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgPriority" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="msgReceiver" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="msgSender" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgSequence" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgSession" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgSubFormat" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="msgType" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgUserPriority" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgUserReference" type="xs:string"/>
<xs:element minOccurs="1" maxOccurs="1" name="format" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="refMsgUserReference" type="xs:string"/>
<xs:element minOccurs="0" maxOccurs="1" name="msgNumOfBatches" type="xs:integer"/>



<xs:element minOccurs="0" maxOccurs="1" name="msgAmount" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<xs:complexType final="#all" name="ParamsMtMsgArray">


<xs:sequence>



<xs:element maxOccurs="unbounded" minOccurs="0" name="item" nillable="true" type="tns:ParamsMtMsg" /> 


</xs:sequence>

</xs:complexType>

<xs:simpleType name="ack_nak_type">


<xs:restriction base="xs:string">



<xs:enumeration value="ACK"/>



<xs:enumeration value="NAK"/>


</xs:restriction>

</xs:simpleType>

<xs:complexType name="sendResponse">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="data" type="tns:result_t"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="result_t">


<xs:sequence>



<xs:element minOccurs="1" maxOccurs="1" name="type" type="tns:ack_nak_type"/>



<xs:element minOccurs="1" maxOccurs="1" name="datetime" type="xs:string"/>



<xs:element minOccurs="1" maxOccurs="1" name="mir" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="ref" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="signature" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="code" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="description" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="info" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="empty_t"/>
        <xs:complexType name="fault_t">
                <xs:sequence>



<xs:element minOccurs="0" maxOccurs="1" name="code" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="description" type="xs:string"/>



<xs:element minOccurs="0" maxOccurs="1" name="info" type="xs:string"/>
                </xs:sequence>
        </xs:complexType>
        </xs:schema>

</types>

<message name="GWClientMU_logon">


<part name="data" element="tns:logon"/>

</message>

<message name="GWClientMU_logonResponse">


<part name="data" element="tns:logonResponse"/>

</message>

<message name="GWClientMU_logout">


<part name="data" element="tns:logout"/>

</message>

<message name="GWClientMU_logoutResponse">


<part name="data" element="tns:logoutResponse"/>

</message>

<message name="GWClientMU_send">


<part name="data" element="tns:send"/>

</message>

<message name="GWClientMU_sendResponse">


<part name="data" element="tns:sendResponse"/>

</message>

<message name="GWClientMU_getUpdates">


<part name="data" element="tns:getUpdates"/>

</message>

<message name="GWClientMU_getUpdatesResponse">


<part name="data" element="tns:getUpdatesResponse"/>

</message>

<message name="GWClientMU_sendACKNAK">


<part name="data" element="tns:sendACKNAK"/>

</message>

<message name="GWClientMU_sendACKNAKResponse">


<part name="data" element="tns:sendACKNAKResponse"/>

</message>

<message name="gwClientFault">
        <part name="data" element="tns:fault"/>
    </message>

<portType name="GWClientMU">


<operation name="logon">



<input message="tns:GWClientMU_logon"/>



<output message="tns:GWClientMU_logonResponse"/>



<fault name="gwFault" message="tns:gwClientFault"/>


</operation>


<operation name="logout">



<input message="tns:GWClientMU_logout"/>



<output message="tns:GWClientMU_logoutResponse"/>



<fault name="gwFault" message="tns:gwClientFault"/>


</operation>


<operation name="send">



<input message="tns:GWClientMU_send"/>



<output message="tns:GWClientMU_sendResponse"/>



<fault name="gwFault" message="tns:gwClientFault"/>


</operation>


<operation name="getUpdates">



<input message="tns:GWClientMU_getUpdates"/>



<output message="tns:GWClientMU_getUpdatesResponse"/>



<fault name="gwFault" message="tns:gwClientFault"/>


</operation>


<operation name="sendACKNAK">



<input message="tns:GWClientMU_sendACKNAK"/>



<output message="tns:GWClientMU_sendACKNAKResponse"/>



<fault name="gwFault" message="tns:gwClientFault"/>


</operation>

</portType>

<binding name="GWClientMUBinding" type="tns:GWClientMU">


<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>


<operation name="logon">



<soap:operation soapAction=""/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>



<fault name="gwFault">
                


<soap:fault name="gwFault" use="literal"/>
           

 </fault>


</operation>


<operation name="logout">



<soap:operation soapAction=""/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>



<fault name="gwFault">
                


<soap:fault name="gwFault" use="literal"/>
           

</fault>


</operation>


<operation name="send">



<soap:operation soapAction=""/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>



<fault name="gwFault">
                


<soap:fault name="gwFault" use="literal"/>
            

</fault>


</operation>


<operation name="sendACKNAK">



<soap:operation soapAction=""/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>



<fault name="gwFault">
                


<soap:fault name="gwFault" use="literal"/>
            

</fault>


</operation>


<operation name="getUpdates">



<soap:operation soapAction=""/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>



<fault name="gwFault">
                


<soap:fault name="gwFault" use="literal"/>
            

</fault>


</operation>

</binding>

<service name="GWClientMUService">


<port name="GWClientMUPort" binding="tns:GWClientMUBinding">



<soap:address location="http://someserver/GWClientMUService/GWClientMU"/>


</port>

</service>
</definitions>
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