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[bookmark: _Toc452657630]Prerequisites
Recommended hardware
[bookmark: _Toc504917791][bookmark: _Toc504918045][bookmark: _Toc506809564]Hardware configuration examples for one processing site without testing environment are presented in the table below:
	Parallel connected users
	Transactions per day
	Number of servers
	Hardware

	30
	15 000
	1
	1 Server for Payment Gateway and Data Base:
2 x Intel Xeon Six-Core CPUs (2.5 GHz) RAM 32 GB, PCIe RAID 0+1 with 1GB BBWC / FBWC
HDD 6Gbps SAS 15K (300GB capacity)
2 x 1Gbps LAN

	50
	120 000
	1
	1 Server for Payment Gateway and Data Base:
2 x Intel Xeon Six-Core CPUs (2.5 GHz) RAM 64 GB, PCIe RAID 0+1 with 1GB BBWC / FBWC
HDD 6Gbps SAS 15K (300GB capacity)
2 x 1Gbps LAN

	250
	200 000
	2
	1 Server for Payment Gateway: 
2 x Intel Xeon Six-Core CPUs (2.5 GHz) RAM 32 GB, PCIe RAID 0+1 with 1GB BBWC / FBWC
HDD 6Gbps SAS 15K (300GB capacity)
2 x 1Gbps LAN
1 Server for Oracle Database:
2 x Intel Xeon Six-Core CPUs (2.5 GHz) RAM 32 GB, PCIe RAID 0+1 with 1GB BBWC / FBWC
HDD 6Gbps SAS 15K (300GB capacity)
2 x 1Gbps LAN



 
Remote branch – HQ network bandwidth requirement:
	Number of parallel connected users in remote branch
	Required network bandwidth

	
	Minimal
	Recommended

	Up to 5
	64 Kbit/s
	128 Kbit/s

	10
	128 Kbit/s
	256 Kbit/s

	30
	512 Kbit/s
	1 Mbit/s


Operating System
Windows Server 2008/2012 R2 64bit, Linux 64bit
Java
Payment Gateway requires Java JDK 8. Download Java from http://java.sun.com/javase/downloads. After downloading and installing the latest JDK, ensure that you initially set the JAVA_HOME environment variable to the installation directory. Also add %JAVA_HOME%\bin to PATH environment variable.
Database
In order to run Payment Gateway, an external database with UTF8 encoding must be installed. The supported databases are: 
1) Oracle Database (Standard or Enterprise Edition 10g or 11g, Oracle XE)
2) PostgreSQL
Use a separate tablespace for Payment Gateway.  For Oracle Database recommended initial size of available space in tablespace is 200MB and size of auto extending is 20MB with unlimited maximum size.
Recommended allocated memory size for database:
	Server type
	Transactions per day
	Memory usage

	Payment Gateway and Data Base
	15 000
	12 GB

	Payment Gateway and Data Base
	120 000
	28 GB

	Data Base
	200 000
	28 GB


Planned daily database growth depending on transactions number (~7KB per transaction):
	Transactions per day
	Planned daily database growth

	15 000
	100 MB

	120 000
	800 MB

	200 000
	1400 MB


For details of installing and configuring your database instance please refer to vendor documentation.
Internet Explorer
Payment Gateway requires Internet Explorer 9 or later.


[bookmark: _Toc452657631]The server installation
1) Unzip the Payment Gateway main distribution file jboss-as-distribution-6.1.0.Final.zip to the directory within which it will be executed from. Do not install the Payment Gateway into a directory with a path longer than about 19 characters (e.g. use C:/LVPCSS/PG rather than C:/Documents and Settings/myusername). Excessively long path names may cause errors during execution of the server. It has also been seen that unzipping the distribution using 7-Zip may also help avoid the long-pathname problem.
2) Create a text file deploy.properties and configure parameters as described below. Change settings as appropriate.
3) Make sure that the url in deploy.properties is correct and you can connect to the database using the specified user. Also check for the existence of tablespaces.
4) To create the database schema and fill it with data run: 
java -jar paymentGatewaySetup-xxx.jar -propertyfile deploy.properties createDB
Payment Gateway distribution package has a version-specific name. For example paymentGatewaySetup-2.5.jar.
5) Check BUILD SUCCESSFUL line in a console after run. Check install.log in case of any errors.
6) To install server software run:
java -jar paymentGatewaySetup-xxx.jar -propertyfile deploy.properties
7) [bookmark: _Toc506809568]Check BUILD SUCCESSFUL line in a console after run. Check install.log in case of any errors.
8) To download standard roles run:
java -jar paymentGatewaySetup-xxx.jar -propertyfile deploy.properties refreshRoles
9) Check BUILD SUCCESSFUL line in a console after run. Check install.log in case of any errors.
Contents of deploy.properties:
#Application Server installation folder (use the slash ‘/’)
jboss.home = <server-install-dir>/jboss-6.1.0.Final
#Database user name
db.user=PG
#Database user password
db.password=PG
#Database connection URL
db.jdbc.string=jdbc:oracle:thin:@localhost:1521:WEB
#System type
db.systemtype=az
#
#Parameters below required only at the time of db schema creation
#Oracle user name with priveledges to create other users
db.sysuser=system
#database password
db.syspassword=system
#name of main tablespace
db.tablespace=WEB
#name of a temporary tablespace
db.temptablespace=TEMP 

[bookmark: _Toc452657632]Configure server
Create files portal.properties, rsc_config.xml, config.bat (for Windows) or config.sh (for Linux) in the folder <server-install-dir>/jboss-6.1.0.Final/server/default/conf. Configure parameters described below.
[bookmark: _Toc452657633]portal.properties
Specifies database connection properties and general configuration of Payment Gateway
	Parameter Name
	Description
	Sample

	portal.db.connectionurl
	Database connection URL
	jdbc:oracle:thin:@localhost:1521:XE

	portal.db.user
	Database user name
	PG

	portal.db.password
	Database password
	PG

	portal.login.policy
	DB - authentication based on passwords stored in Payment Gateway database 
RSA - authentication based on codes from RSA SecurID token. 
	DB

	portal.activemq.local.port
	Message broker listening port.
	61619

	portal.activemq.failover.url
	Url (or list of urls) for message broker client connection.
	tcp://0.0.0.0:61619

	portal.log.rotateSize
	Maximum size for log file to rotate
	50M

	portal.log.maxBackupIndex
	Maximum number of rotated log files of each type stored. Maximum space required to store log files is 
3*portal.log.maxBackupIndex*portal.log.rotateSize
	6

	portal.general.payment.mandatorydebitaccount
	Is field "Debit Account" mandatory when creating payment? true/false. Default: false
	true

	portal.general.batchrelations
	Specifies batch's payments grouping policy. OneToOne(by default) - only payments with same receiver, OneToMany - allows payments with different receiver
	OneToMany

	portal.general.batch.maxinstructions
	Specifies max number of instructions in a batch, 0 - unlimited (default : unlimited)
	200

	portal.import.default.participantcode
	Specifies default participant BIC for auto-import. If there is no participant BIC specified in batch, this code will be used. Default: empty (auto-import of batches without participant is not allowed).
	ACJTAZ20

	portal.interface.cancel.outgoing.batch
	Enables cancelation of sent batches. true/false. Default: false
	true

	portal.interface.cancel.outgoing.payment
	Enables cancelation of outgoing payments. true/false. Default: false
	true

	portal.interface.create.order102.payment
	Enables creation of Direct Credit payment. true/false. Default: false
	true

	portal.interface.create.order104DD.payment
	Enables creation of Direct Debit payment. true/false. Default: false
	true

	portal.interface.create.order102.mandatoryCreditAccount
	Credit Account is mandatory for creating credit payment? true/false. Default: false
	true

	portal.interface.create.order102.mandatoryDebitAccount
	Debit Account is mandatory for creating credit payment? true/false. Default: false
	true

	portal.interface.create.order102.mandatoryRemittanceInfo
	Remittance info is mandatory for creating credit payment? true/false. Default: false
	true

	portal.interface.create.payment.hidePosition
	Hides Position field on payment entry form. Default: false
	true

	portal.interface.search.payment
	Enables "Payment" menu item. true/false. Default: false
	true

	portal.interface.mandatoryRemittanceInfo
	Remittance info is mandatory for creating payment? true/false. Default: false
	true

	portal.interface.create.order104.mandatoryCreditAccount
	Credit Account is mandatory for creating debit payment? true/false. Default: false
	true

	portal.customReports.ssl.trustAllCerts
	Enable/disable server (of Custom Reports servlet) certificate verification
	True

	customReportsConfigFile
	Path to the Custom Reports config file
	/opt/pg/az/server/default/conf/customReports.yaml

	portal.interface.reports.visible
	Enables "Report" menu item. true/false. Default: false
	true

	portal.general.swift_mx_format
	Message format is MX?
	false

	portal.integration.user
	User which will be used in the integration layer
	ACJTAZ20AXXX

	portal.integration.password
	Password which will be used in the integration layer
	123456

	export.dir
	Export directory (Payment status/reconcilation reports, Incoming MT103)
	C:/export/source

	portal.general.iban_validation
	IBAN accounts validation
	true

	portal.batch.allow_past_value_date
	Are value dates in the past allowed
	false

	integration.jmsRedeliveryDelayMillis
	jms message redelivery attempt delay in ms
	600000

	integration.defaultMaximumRedeliveries
	default maximum number of redelivery attempts allowed
	10

	portal.general.payment.treasuryCreditorBic
	Treasury direct credit creditor bic
	CTREAZ20

	portal.interface.manual.batching
	Enable manual batch reference input
	true

	portal.interface.use_original_document_no_and_date
	Show document date and document fields
	false

	portal.interface.use_regulatory_reporting
	Use regulatory reporting field, if this field is true and portal.interface.use_original_document_no_and_date is true, than you need to be careful because this field will have priority for MT block4 generation and parsing
	true

	portal.importCustomMT999.enable
	Enable import of mt999 messages
	true

	portal.mq.xmlBatchImport.enable
	Enable mt102/mt150 import from MQ
	true

	portal.general.payment.manualReference
	Enable/disable manual editable payment reference
	true

	system.show_stacktrace
	Enable/disable ability to open a stacktrace in the interface
	false

	portal.batch.XML.autosend
	Automatic send file after import
	false

	portal.batch.XML.exportpath
	Path to the export folder for incoming messages
	C:/export

	portal.batch.XML.exporttypes
	Incoming message type for export
	196,150,198

	portal.batch.XML.auto.importenabled
	Enable/disable automatic import
	true

	portal.batch.XML.manual.importenabled
	Enable/disable manual import
	true

	portal.batch.XML.embeddedimages
	Enable/disable embedded images
	false

	portal.batch.XML.importsourcepath
	Path to the source folder for import
	C:/import/source

	portal.batch.XML.importsuccesspath
	Path to the success folder for import
	C:/import/success

	portal.batch.XML.importerrorpath
	Path to the error folder for import
	C:/import/error


	portal.batch.XML.importinterval
	Automatic import interval in s
	30

	portal.general.server.bic
	BIC of the server
	NABZAZ2CBCS

	portal.general.corr.bic
	BIC of the your participant
	ACJTAZ20

	portal.batch.OUT_XML.exportpath
	Path to the export folder for outgoing messages
	c:/export/out_999

	portal.batch.import.checkSignature
	Check signature on batch import (default: false)
	true

	portal_archive.db.connectionurl
	Database connection URL to archive schema
	jdbc:oracle:thin:@localhost:1521:XE

	portal_archive.db.user
	Database archiving user name
	PG_ARCH

	portal_archive.db.password
	Database archiving user password
	PG_ARCH

	portal.general.db_archiving.command
	Database archiving export command
	c:\\lvpcss\\pg\\arch\\dump_export.bat

	portal.general.db_archiving.import_command
	Database archiving import command
	c:\\lvpcss\\pg\\arch\\dump_import.bat

	portal.general.db_archiving.dump_directory
	Oracle directory where archive dumps are located
	c:\\lvpcss\\pg\\arch\\dpdump

	portal.general.db_archiving.store_days
	Default archiving store days
	7

	portal.general.db_archiving.output_encoding
	Archiving command output stream encoding
	UTF-8

	portal.general.message_autoprint_enable
	Enable/Disable automatic print
	true

	portal.output_message.auto_print.types
	Comma separated list of message types for autoprinting output messages
	150

	portal.input_message.auto_print.types
	Comma separated list of message types for autoprinting input messages
	150,999

	portal.general.extra_key_usage_filter
	Extra key usage filter for searching ldap certificates
	*

	portal.security.user.certificate_sn_required
	Enables mandatory certificate SN for all users, except system. Works only with ‘portal.ssl.clientAuth = true’
	true

	synchronization.user_name
	User name used to synchronize dictionaries
	ACJTAZ20INFO

	synchronization.user_password
	Synchronization user password
	1

	portal.http.port
	TCP port for HTTP connection. For internal system use only.
	8989

	portal.interface.transactionTypeCodes
	Comma delimited string of Transaction Type Codes used in the interface. If empty then all known TTC are used.
	900,101,102,201,202,301,302,401,402,403,404

	portal.interface.globalMessages.timeout_seconds
	Timeout for web messages disappearance (0 - disable disappearance)
	0

	portal.interface.messageText.threshold_kilobytes
	Message text threshold (KB) beyond which dialog with download possibility will appear
	200

	portal.activemq.memoryUsage.limit
	Amount of heap memory (in MB) used by the broker for storing messages.
Max JVM heap size (-Xmx) needs to be greater than this value.
Recommended value for production: 512 or higher.
	512



[bookmark: _Toc452657634]Online monitoring parameters
Online monitoring parameters are specified in portal.properties file. These settings need to synchronize directories by a system administrator.

	Parameter Name
	Description
	Sample

	portal.monitoring.url
	Comma separated list of connection urls for information (monitoring) sub-system
	http://192.168.101.36:55556/WebMonitor

	portal.monitoring.session-timeout.min
	Session timeout in mins. Default is 10
	3



[bookmark: _Toc452657635]rsc-config.xml
Specifies configuration for transactional connection to central BCS/X system.

	Parameter Name
	Description

	host
	Host name or IP address of RTS/X Gateway. Two or more gateways are supported for failover configurations. They should be specified as comma separated list.

	port
	Connection port

	user
	User in whose name the connection with the BCS/X will be established

	password
	User's password

	serverBIC
	BIC of the BCS/X system

	session
	1002 - Session number should not be changed

	group
	Default application - should not be changed

	reconnectPeriodSec
	Period between reconnection attempts in seconds

	transferMode
	TwoWay - should not be changed

	version
	Payment Gateway - should not be changed

	signMessages
	true/false Create digital signature of outgoing messages.

	answerTimeout
	timeout in seconds waiting transport-level answer from RTS/X Gateway (Not mandatory, default: 60 seconds)

	clustered
	indicates that Payment Gateway instance working in clustered mode ( Not mandatory, true/ false, default: false)

	outputEncoding
	UTF-8 - should not be changed



[bookmark: _Toc452657636]config.bat (for Windows) or config.sh (for Linux)
	Parameter
	Description
	Sample for Windows
	Sample for Linux

	JAVA_HOME
	Path to JDK 8 folder
	set "JAVA_HOME=C:\Program Files\Java\jdk1.8.0_92"
	JAVA_HOME=" JAVA_HOME=C:\Program Files\Java\jdk1.8.0_92"

	JAVA_OPT
	Additional Java options. It is recommended to set the equivalent values for initial and maximum memory (Xms = Xmx).
	set "JAVA_OPTS=%JAVA_OPTS% -Xms12288m –Xmx12288m"
	JAVA_OPTS="$JAVA_OPTS – Xms12288m –Xmx12288m"



Recommended allocated memory size for Payment Gateway:
	Server type
	Transactions per day
	Memory usage

	Payment Gateway and Data Base
	15 000
	12 GB

	Payment Gateway and Data Base
	120 000
	28 GB

	Payment Gateway
	200 000
	28 GB



[bookmark: _Toc452657637]Configuring SSL
Create a certificate keystore on Windows by executing the following command:
keytool.exe -genkey -alias tomcat -keystore <server-install-dir>/jboss-6.1.0.Final/server/default/conf/ssl.keystore -storepass changeit -keypass changeit -keyalg RSA -validity 3650 -dname "cn=<server name or ip address>,o=<bank name>"
Replace <server name or ip address> with actual name or IP of Payment Gateway server. Replace <bank name> with actual name of the bank. Replace passwords. When using certificate generated by other software key password MUST be the same as the keystore password itself. 
SSL parameters are specified in portal.properties file 
	Parameter Name
	Description

	portal.ssl.port
	TCP port for SSL connection (for example, 8743)

	portal.ssl.clientAuth
	true - for turn on client SSL authentication, false - for turn it off

	portal.ssl.truststoreFile
	Trusted key store file name. Trusted key store contains root certificates, which have been issued by certificate authorities. Use trust_keystore.jks file provided by Central Bank administrators.

	portal.ssl.truststorePass
	Trusted key store password. Use password provided by Central Bank administrators.

	portal.ssl.keystoreFile
	Key store file name. Certificate stored in the key store must ensure the identity of a remote computer. Use your created key store (for example, ssl.keystore created above) or use converted jks file from pfx.

	portal.ssl.keystorePass
	Key store password. Use the same password as for keytool command.



[bookmark: _Toc452657638]Configuring RSC digital signatures
Digital signatures should be enabled in RSC component (transport layer) of the Payment Gateway.
Change parameter signMessages to true in configuration file <jboss-home>\server\default\conf\rsc-config.xml: <signMessages>true</signMessages>
Create configuration file <jboss-home>\server\default\conf\crypto.conf with the following parameters:
keystoreFile - a path to a java keystore (jks) file that contains Payment Gateway’s private key and corresponding public key certificate.
keystorePass - the password of the java keystore (jks) file.
ldapServer - hostname or ip address of a LDAP directory server that stores public certificates of all the users.
ldapPort - LDAP port number used by the directory server.
ldapUser - DN of a LDAP user account with read permissions in the directory server; this account is used to download public certificates, required for verification of digital signatures.
ldapCertSearchDN - base DN in the directory server, used for “subtree” search of users’ public certificates.
For example, contents of the crypto.conf:
keystoreFile=../server/default/conf/pg.jks
keystorePass=paymentgateway
ldapServer=ldap.bsxm.cbar.az
ldapPort=5389
ldapUser=anonymous
ldapPassword=
ldapCertSearchDN=CN=User Certificates, CN=pki, DC=bsxm, dc=cbar, DC=az
[bookmark: _Toc452657639]Converting from pfx to jks
To configure cryptography for PG sometimes you need to convert the certificate from pfx to jks. Since java 1.6 you can do this using the built in jdk keytool.exe.
For this purpose it is necessary to execute the command, which will first be asked to enter and repeat a password for the created jks file and only then the password for the pfx file. Keystore conversion:
keytool -importkeystore -srckeystore source_name.pfx -srcstoretype pkcs12 -destkeystore destination_name.jks -deststoretype JKS
· source_name.pfx is the name of the imported file in pfx format
· destination_name.jks is the desired name of the generated file in jks format.
There is an interesting feature which is that part of the java keytool requires a password for the jks file at least 6 characters. But the password for the pfx file can have fewer characters. In this case, problem is not matching the password created from jks and a key inside. Consider the example, suppose we have source_name.pfx with password "1" and we want to generate destination_name.jks and (because keytool will force us to generate a password with 6 characters) password is "123456".
After running the above command, we have file destination_name.jks in which PG will complain when starting a java error.security.UnrecoverableKeyException: Cannot recover key. Moreover, it is important to note that while the mismatch of the password on the keystore (in our case 123456) password in configuration of the PG (the keystorePass parameter in crypto.conf) will be another error - java.security.UnrecoverableKeyException: Password verification failed. We have to work around Cannot recover key we need to make the key password the same as for the keystore as a whole.
For this purpose it is necessary to begin to understand the key alias, run the command:
keytool -list -v -keystore destination_name.jks
Find the alias key in the displayed information, for example Alias name: le-cbf7e709-eeaa-472d-826a-f9e1fe561522.
Then change the password by command:
keytool -keypasswd -alias le-cbf7e709-eeaa-472d-826a-f9e1fe561522 -keypass 1 -new 123456 -keystore destination_name.jks
After that specified in crypto.conf keystorePass=123456 is the same for the keystore and for the key.
[bookmark: _Toc452657640]Password encryption
Payment Gateway provides the ability to store encrypted passwords inside configuration files so original password won't be revealed. Passwords are encrypted by a special command line tool cryptoUtils.jar. Administrator runs cryptoUtils, enters original password, cryptoUtils prints encrypted password, administrator writes encrypted password into Payment Gateway configuration file. Below is a detailed instruction to use password encryption in Payment Gateway.
At first it is necessary to create a keystore using this command (the questions for input and confirmation of the password of the private key will be asked):
keytool -genkeypair -keystore keystore.jks -keyalg RSA -keysize 2048 -alias tmx -dname "CN = TMSX on Agrokredit Bank" -validity 730 -storepass servercert
Parameters keysize, dname, validity, storepass can be customized.
Further it is necessary to export the certificate from the keystore without the private key:
keytool -exportcert -alias tmx -file tmx.crt -keystore keystore.jks -storepass servercert
This certificate can be used further for enciphering of passwords using cryptoUtils.jar utility (it can be found at server\default\lib)
java -jar cryptoUtils.jar tmx.crt <passwordToEncrypt>
The output of the utility will be base64 encoded string which can be used as a value of portal.integration.password and synchronization.user_password settings inside portal.properties file.
To use encrypted passwords inside portal.properties file you must also provide following settings for the server to be able to decrypt passwords:
	Parameter Name
	Description
	Sample

	portal.integration.keystore.fileName
	Keystore file to decrypt "portal.integration.password" property
	C:/LVPCSS/PG/PaymentGateway/jboss-6.1-Az/server/default/conf/sslkeystore.jks

	portal.integration.keystore.password
	Keystore file password
	servercert

	portal.integration.keystore.privateKeyPassword
	Keystore private key password
	123456

	portal.integration.keystore.subjectDN
	Keystore certificate Subject Distinguished Name
	CN = TMSX on Agrokredit Bank

	synchronization.keystore.filename
	Keystore file to decrypt "synchronization.user_password" property
	C:/LVPCSS/PG/PaymentGateway/jboss-6.1-Az/server/default/conf/sslkeystore.jks

	synchronization.keystore.password
	Keystore file password
	servercert

	synchronization.keystore.privateKeyPassword
	Keystore private key password
	123456

	synchronization.keystore.subjectDN
	Keystore certificate Subject Distinguished Name
	CN = TMSX on Agrokredit Bank



Password for rsc connection also can be encrypted in rsc-config.xml, thus parameters keyStoreFileName, keyStorePassword, keyStorePrivateKeyPassword, keyStoreSubjectDN must be set, e.g.:
<keyStoreFileName>C:/pg/keystore.jks</keyStoreFileName>
<keyStorePassword>servercert</keyStorePassword>
<keyStorePrivateKeyPassword>123456</keyStorePrivateKeyPassword>
<keyStoreSubjectDN>CN = TMSX on Agrokredit Bank</keyStoreSubjectDN>


1. [bookmark: _Toc452657641]Web Services
[bookmark: _Toc444799459][bookmark: _Toc452657642]Basic principles
The web services are formally defined and described using the WSDL formal definition.
PPG web services support exchange of S.W.I.F.T payment messages and queries in CMA XML format described in the document LVPCSS Message Formats for Participants.
[bookmark: _Toc411348075][bookmark: _Toc438497277]The Web Service API is provided as a web service that is exposed by the PPG itself and supplies interfaces to obtain and serve connection to PPG for several clients.

[bookmark: _Toc411348076][bookmark: _Toc438497278][bookmark: _Toc444799460][bookmark: _Toc452657643]Messages workflow
[image: ]

Example of the import messages workflow:
1. Client sends one of the import SOAP requests (importFile, importBatch, importTextMessage).
2. Participant core banking system receives SOAP reply with import confirmation or error description.
3. SOAP server stores successfully processed messages in local database.
4. If optional authorization step is configured for the imported message then the message is kept in local database awaiting authorization by RRG web-interface users with appropriate privileges. Otherwise stored messages is directly sent to LVPCSS core system for processing.

Example of the export messages workflow:
1. Client sends one of the export SOAP requests (getMessageList, getMessage, getNextIncomingMessage).
2. Payment Gateway Web Service tries to process the reqiuest and retrieve messages from the local database.
3. If request is processed successfully, Payment Gateway Web Service sends exported message to the client. In case of errors PG Web Service send back appropriate error notification.

Example of the auto export incoming messages workflow:
1. LVPCSS Clearing System send message to the Payment Gateway.
2. This message records into the local database and transmits the Payment Gateway Web Service.
3. Payment Gateway Web Service send request with incoming message to Web Service 2 and waiting for response.
4. Web Service 2 sends response to Payment Gateway Web Service.

[bookmark: _Toc444799461][bookmark: _Toc452657644]Requests for export incoming messages from the PPG 
[bookmark: _Toc444799462][bookmark: _Toc452657645]getMessageList
Request is used to get list of messages that are referred to the one business day.
The single mandatory parameter is used:
· Element <valuedate> - value date of the payment (YYYY-MM-DD format)
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:getMessageList>
         <valuedate>2015-10-06</valuedate>
      </ws:getMessageList>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:getMessageListResponse xmlns:ns2="http://ws.integration.portal.cma.ru/">
         <message>
            <docType>999</docType>
            <mir>151215NABZAZ2XAXXX0001020634</mir>
            <reference>I282/999</reference>
         </message>
         <message>
            <docType>150</docType>
            <mir>160211NABZAZ2CABCS0001000142</mir>
            <reference>O119338/150</reference>
         </message>
         <message>
            <docType>999</docType>
            <mir>160212NABZAZ2CABCS0001000151</mir>
            <mur>M000000000020067</mur>
         </message>
      </ns2:getMessageListResponse>
   </soap:Body>
</soap:Envelope>

[bookmark: _Toc444799463][bookmark: _Toc452657646]getMessage
This request is used to get a particular message.
The single mandatory parameter is used:
· Element <mir> - input reference of the requested message
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:getMessage>
         <mir>160220NABZAZ2CABCS0001000194</mir>
      </ws:getMessage>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:getMessageResponse xmlns:ns2="http://ws.integration.portal.cma.ru/">
         <message><![CDATA[<?xml version="1.0" encoding="UTF-8"?>
<SWIFT_msg_fields><msg_format>S</msg_format><msg_sub_format>I</msg_sub_format><msg_sender>NABZAZ2CABCS</msg_sender><msg_receiver>GANJAZ20XXXX</msg_receiver><msg_type>999</msg_type><msg_priority>N</msg_priority><msg_del_notif_rq>N</msg_del_notif_rq><msg_user_priority>0099</msg_user_priority><msg_user_reference>56348</msg_user_reference><msg_copy_srv_id></msg_copy_srv_id><msg_fin_validation></msg_fin_validation><msg_pde>N</msg_pde><msg_session>0001</msg_session><msg_sequence>000194</msg_sequence><msg_net_input_time>1637</msg_net_input_time><msg_net_output_date>1602201637</msg_net_output_date><msg_net_mir>160220NABZAZ2CABCS0001000194</msg_net_mir><msg_copy_srv_info></msg_copy_srv_info><msg_mac_result></msg_mac_result><msg_pac_result></msg_pac_result><msg_pdm>N</msg_pdm><msg_amount/><msg_num_of_batches/><fin_copy_info/><block4>:20:I120443/999
:79:/BUSINESSDAYPERIOD/
/BUSINESSDAY/160220
/PERIOD/Start day
/STARTTIME/2016.02.20 16:37:05
/SESSIONID/MORNING
/OPERDAYSTATEID/62301</block4><Attachment><Type/><Data/></Attachment></SWIFT_msg_fields>]]></message>
      </ns2:getMessageResponse>
   </soap:Body>
</soap:Envelope>

[bookmark: _Toc444799464][bookmark: _Toc452657647]getNextIncomingMessage
This request is used to get a message that is next following the one.
The single mandatory parameter is used:
· Element <lastmir> - input reference of the message that is last known to the user
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:getNextIncomingMessage>
         <lastmir>160220NABZAZ2CABCS0001000194</lastmir>
      </ws:getNextIncomingMessage>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:getNextIncomingMessageResponse xmlns:ns2="http://ws.integration.portal.cma.ru/">
         <message>
            <docType>999</docType>
            <messageText><![CDATA[<?xml version="1.0" encoding="UTF-8"?>
<SWIFT_msg_fields><msg_format>S</msg_format><msg_sub_format>I</msg_sub_format><msg_sender>NABZAZ2CABCS</msg_sender><msg_receiver>GANJAZ20XXXX</msg_receiver><msg_type>999</msg_type><msg_priority>N</msg_priority><msg_del_notif_rq>N</msg_del_notif_rq><msg_user_priority>0099</msg_user_priority><msg_user_reference>56349</msg_user_reference><msg_copy_srv_id></msg_copy_srv_id><msg_fin_validation></msg_fin_validation><msg_pde>N</msg_pde><msg_session>0001</msg_session><msg_sequence>000195</msg_sequence><msg_net_input_time>1637</msg_net_input_time><msg_net_output_date>1602201637</msg_net_output_date><msg_net_mir>160220NABZAZ2CABCS0001000195</msg_net_mir><msg_copy_srv_info></msg_copy_srv_info><msg_mac_result></msg_mac_result><msg_pac_result></msg_pac_result><msg_pdm>N</msg_pdm><msg_amount/><msg_num_of_batches/><fin_copy_info/><block4>:20:I120445/999
:79:/BUSINESSDAYPERIOD/
/BUSINESSDAY/160220
/PERIOD/MORNING Session
/PREVIOUSPERIOD/Start day
/STARTTIME/2016.02.20 16:37:21
/SESSIONID/MORNING
/OPERDAYSTATEID/62302</block4><Attachment><Type/><Data/></Attachment></SWIFT_msg_fields>]]></messageText>
            <mir>160220NABZAZ2CABCS0001000195</mir>
            <modifDate>2016-02-20T15:37:22+03:00</modifDate>
            <reference>I120445/999</reference>
         </message>
      </ns2:getNextIncomingMessageResponse>
   </soap:Body>
</soap:Envelope>

[bookmark: _Toc444799465][bookmark: _Toc452657648]Importing messages from the client web service to the PPG
[bookmark: _Toc444799466][bookmark: _Toc452657649] importBatch
This request is used to import batch.
The single mandatory parameter is used:
· Element <msgFields> - content of the requested batch
Note: in case of the text contains some XML data then it must be masked with <![CDATA[ … ]]> sequence, otherwise it will not be processed. If the Block4 of the batch message contains only text data, then the masking is not needed.
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:importBatch>
         <msgFields><![CDATA[<?xml version="1.0" encoding="latin1"?>
<SWIFT_msg_fields>
<msg_sender>ACJTAZ20AXXX</msg_sender>
<msg_receiver>NABZAZ2CABCS</msg_receiver>
<msg_user_reference/>
<msg_type>102</msg_type>
<msg_user_priority>0100</msg_user_priority>
<block4><batch>
  <msg_subtype>102</msg_subtype>
  <body>:20:ACJSIGNx39
:23:CREDIT
:50K:/AZ45NABZ01350100000000035944
A
111/122
501327/1300025711
AZ45NABZ01350100000000035944
:52A:/AZ89NABZ01350100000003035944
ACJTAZ20
:21:ACJSIGNx39
:32B:AZN5000,
:57A:/AZ26NABZ01350100000003034944
GANJAZ20
:59:/AZ79NABZ01350100000000034944
B
333/344
503433/2300215721
AZ79NABZ01350100000000034944
:70:test incomplete
:26T:900
:77B:qwerty
:32A:151224AZN5000,
:72:/BNF/1</body>
</batch>
</block4>
</SWIFT_msg_fields>]]></msgFields>
      </ws:importBatch>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply (success):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:importBatchResponse xmlns:ns2="http://ws.integration.portal.cma.ru/"/>
   </soap:Body>
</soap:Envelope>

Example of reply (error):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <soap:Fault>
         <faultcode>soap:Server</faultcode>
         <faultstring>Error importing xml</faultstring>
         <detail>
            <ns2:ServiceFault xmlns:ns2="http://ws.integration.portal.cma.ru/">
               <message>PGBusinessException: Batch reference is duplicated</message>
            </ns2:ServiceFault>
         </detail>
      </soap:Fault>
   </soap:Body>
</soap:Envelope>

[bookmark: _Toc444799467][bookmark: _Toc452657650] importFile
This request is used to import file.
The single mandatory parameter is used:
· Element <msgFields> - content of the requested file
Note: in case if text contains some XML data then it must be masked with <![CDATA[ … ]]> sequence, otherwise it will not be processed. If the Block4 of the file contains only text data, then the masking is not needed.
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:importFile>
         <msgFields><![CDATA[<?xml version="1.0" encoding="latin1"?>
<SWIFT_msg_fields>
 <msg_type>150</msg_type>
<msg_mac_result></msg_mac_result>
 <msg_num_of_batches>1</msg_num_of_batches>
 <msg_amount>5000,00</msg_amount>
 <msg_sender>ACJTAZ20AXXX</msg_sender>
 <msg_receiver>NABZAZ2CABCS</msg_receiver>
 <msg_user_reference>ACJx37</msg_user_reference>
 <msg_user_priority>C099</msg_user_priority>
 <block4><batch>
  <msg_subtype>102</msg_subtype>
  <body>:20:ACJSIGNx37
:23:CREDIT
:50K:/AZ45NABZ01350100000000035944
A
111/122
501327/1300025711
AZ45NABZ01350100000000035944
:52A:/AZ89NABZ01350100000003035944
ACJTAZ20
:21:ACJSIGNx36
:32B:AZN5000,
:57A:/AZ26NABZ01350100000003034944
GANJAZ20
:59:/AZ79NABZ01350100000000034944
B
333/344
503433/2300215721
AZ79NABZ01350100000000034944
:70:test incomplete
:26T:900
:77B:qwerty
:32A:151224AZN5000,
:72:/BNF/1</body>
<sign></sign>
</batch></block4>
</SWIFT_msg_fields>]]></msgFields>        
      </ws:importFile>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply (success):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:importFileResponse xmlns:ns2="http://ws.integration.portal.cma.ru/"/>
   </soap:Body>
</soap:Envelope>
Example of reply (error):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <soap:Fault>
         <faultcode>soap:Server</faultcode>
         <faultstring>Error importing xml</faultstring>
         <detail>
            <ns2:ServiceFault xmlns:ns2="http://ws.integration.portal.cma.ru/">
               <message>PGBusinessException: Check signature error!</message>
            </ns2:ServiceFault>
         </detail>
      </soap:Fault>
   </soap:Body>
</soap:Envelope>

[bookmark: _Toc444799468][bookmark: _Toc452657651]importTextMessage
This request is used to import text message (MT-999).
The single mandatory parameter is used:
· Element <msgFields> - text message content
Note: in case if text contains some XML data, then it must be masked with <![CDATA[ … ]]> sequence, otherwise it will not be processed. If the Block4 of the message contains only text data then masking is not needed.
Example of request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws="http://ws.integration.portal.cma.ru/">
   <soapenv:Header/>
   <soapenv:Body>
      <ws:importTextMessage>
<msgFields><![CDATA[<SWIFT_msg_fields><msg_sender>ACJTAZ20AXXX</msg_sender><msg_receiver>NABZAZ2CABCS</msg_receiver><msg_type>999</msg_type><msg_user_priority>0100</msg_user_priority><block4>:20:M100000000001529
:20:Q000000000000087
:79:/TEXTMESSAGE/ACJTAZ20
Hi2</block4>
<msg_mac_result></msg_mac_result><Attachment><Type/><Data/></Attachment></SWIFT_msg_fields>]]></msgFields>
      </ws:importTextMessage>
   </soapenv:Body>
</soapenv:Envelope>

Example of reply (success):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:importTextMessageResponse xmlns:ns2="http://ws.integration.portal.cma.ru/"/>
   </soap:Body>
</soap:Envelope>

Example of request (error):
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <soap:Fault>
         <faultcode>soap:Server</faultcode>
         <faultstring>Error importing xml</faultstring>
         <detail>
            <ns2:ServiceFault xmlns:ns2="http://ws.integration.portal.cma.ru/">
               <message>PGBusinessException: Import failed. Parse error: [com.ctc.wstx.exc.WstxLazyException] Unexpected character '&amp;' (code 38) (expected a name start character)   at [row</message>
            </ns2:ServiceFault>
         </detail>
      </soap:Fault>
   </soap:Body>
</soap:Envelope>





[bookmark: _Toc444799469][bookmark: _Toc452657652]Auto export incoming messages from the PPG to the client web service
Payment Gateway can auto export incoming messages for the current business day and send them to your client web service. In case of success (confirm by your web service) will continue to only send the new incoming messages from PPG to client. Information about the incoming message are stored in the element <messageText>.
Example of message from PPG:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
   <soap:Body>
      <ns2:exportMessage xmlns:ns2="http://pg-integration.cbar.az/ExportIncomingMessages">
         <messageText><![CDATA[<?xml version="1.0" encoding="UTF-8"?>
<SWIFT_msg_fields><msg_format>S</msg_format><msg_sub_format>I</msg_sub_format><msg_sender>NABZAZ2CABCS</msg_sender><msg_receiver>ACJTAZ20XXXX</msg_receiver><msg_type>999</msg_type><msg_priority>N</msg_priority><msg_del_notif_rq>N</msg_del_notif_rq><msg_user_priority>0100</msg_user_priority><msg_user_reference>D000000000000118</msg_user_reference><msg_copy_srv_id></msg_copy_srv_id><msg_fin_validation></msg_fin_validation><msg_pde>N</msg_pde><msg_session>0001</msg_session><msg_sequence>000593</msg_sequence><msg_net_input_time>1616</msg_net_input_time><msg_net_output_date>1602291616</msg_net_output_date><msg_net_mir>160229NABZAZ2CABCS0001000593</msg_net_mir><msg_copy_srv_info></msg_copy_srv_info><msg_mac_result></msg_mac_result><msg_pac_result/><msg_pdm>N</msg_pdm><msg_amount/><msg_num_of_batches/><fin_copy_info/><block4>:20:R120713/999
:21:Q000000000000104
:79:/TEXTMESSAGE/ACJTAZ20
TEST</block4><Attachment><Type/><Data/></Attachment></SWIFT_msg_fields>]]></messageText>
      </ns2:exportMessage>
   </soap:Body>
</soap:Envelope>

Example of response from client to PPG:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:exp="http://pg-integration.cbar.az/ExportIncomingMessages">
   <soapenv:Header/>
   <soapenv:Body>
      <exp:exportMessageResponse></exp:exportMessageResponse>
   </soapenv:Body>
</soapenv:Envelope>


[bookmark: _Toc444799470][bookmark: _Toc452657653]
Configuring server
[bookmark: _Toc444799471][bookmark: _Toc452657654]Server configuration file 
To configure the server, edit the portal.properties file that is placed in the <jboss-install-dir> /server/default/conf folder. 
[bookmark: _Toc444799472][bookmark: _Toc452657655] Configuration parameter specification
Web services published by Payment Gateway are available by default url https://<PG-host>:<PG-Port>/integration-az/webservices/message (for example, https://erbbaz20.bcsx.cbar.az:8743/integration-az/webservices/message). Send requests using protocol TLS 1.2 and preemptive authentication type.
Configuration settings for connection from PPG to service published by Participant Core Banking System are listed in the table below.

	Parameter Name
	Description
	Sample

	portal.integration.export_incoming_messages.ws_url
	Export incoming messages web service URL (client service)
	http://192.168.101.19:8081/WebService/ExportIncomingMessagesServiceService

	integration.defaultRedeliveryDelayMillis
	Default redelivery delay in ms
	300000

	portal.integration.export_incoming_messages.connection_timeout
	Specifies the amount of time, in milliseconds, that the consumer will attempt to establish a connection before it times out.
	10000

	portal.integration.export_incoming_messages.receive_timeout
	Specifies the amount of time, in milliseconds, that the consumer will wait for a response before it times out.
	10000

	portal.integration.export_incoming_messages.disableCNCheck
	Disable CN check for export incoming messages web service
	true

	portal.export_incoming_messages.cbs_export_enable
	Enable export incoming messages to cbs
	true

	portal.export_incoming_messages.exporttypes
	Comma delimited string of message types used for export incoming messages web services
	150,999

	portal.integration.export_incoming_messages.ws_username
	User name for UsernameToken used to call export incoming messages web service (portal.integration.export_incoming_messages.ws_url setting)
	testuser

	portal.integration.export_incoming_messages.security_action
	"UsernameToken" for UsernameToken security or "NoSecurity" to disable security
	UsernameToken

	portal.integration.ws_password.<user name>
	Web service password for portal.integration.export_incoming_messages.ws_username = <user name>.
(For example, portal.integration.ws_password.testuser)
	P@ssw0rd



[bookmark: _Toc452657656]Configure authorization steps
You can configure authorization steps using the following parameters:
	Parameter Name
	Description
	Sample

	portal.batch.import.checkSignature
	true – Batches are imported to step “Authorized”
false - Batches are imported to step “Closed”
	true

	portal.batch.XML.autosend
	true - Automatic send file after import
false – Manual send file after import
	false



[bookmark: _Toc444799473][bookmark: _Toc452657657]Security and access rights
Security of web services published by Participant Payment Gateway is based on Web Services Security Extenseion - Username Token. Username and password provided in UsernameToken element of WSSE header must be registred as local user credentials in Payment Gateway database.

A digital certificate must be issued for this user and linked with him by serial number as for normal PG users. Certificate is used for client SLL authentication. Relation between user name and certificate is check upon establishing SSL connection to web services.

The following authorities in the Payment Gateway must be assigned to the user who logged-on to the PPG:
· ‘import_xml’ - Permission to use web service for importing batches, files and text messages,
· ‘incoming_message_export’ - Permission to use web service for exporting incoming messages.




2. [bookmark: _Toc452657658]Configuring Internet Explorer
Add to Trusted Sites
Add URL https://<server>:<port>/portal/ to trusted sites, where
<port> - TCP port for SSL connection to the Payment Gateway
<server> - name or ip address of the Payment Gateway server
To do this, follow these steps:
1) In Internet Explorer, click Tools, click Internet Options, and then click the Security tab.
2) In the Select a Web content zone to specify its current security settings box, click Trusted Sites, and then click Sites.
3) In the  Add this Web site to the zone box, type the URL of a site that you trust, and then click Add.
4) Click OK two times to accept the changes and return to Internet Explorer.

Use only TLS 1.1 and TLS 1.2
1) Left-click the gear icon
2) Select “Internet options” from the dropdown menu:
3) Click the “Advanced” tab,  scroll down and deselect “SSL 2.0” “SSL 3.0” and “TLS 1.0”
4) Select “TLS 1.1” and “TLS 1.2”
5) Click “OK” to accept your changes, which should take effect immediately. (You may need to refresh your browser.)

Disable compatibility view.
1) Open up Internet Explorer (IE 11)
2) Press the Alt key on your keyboard, this will make a menu bar appear
3) Click on the Tools menu tab
4) Select the Compatibility View settings option
5) Uncheck the "Display intranet sites in Compatibility View" option

Adjust Internet Explorer ActiveX settings.
To run genuine Windows validation, you must install an ActiveX control. Internet Explorer might not be configured to download ActiveX controls for security reasons, or you might have declined to install the ActiveX control when Internet Explorer prompted you to download, install, or run the control. Do the following: 
1) Open Internet Explorer.
2) Click the Tools menu, and then click Internet Options.
3) On the Security tab (trusted sites), click the Custom level button.
4) Scroll down the Security Settings list until you see ActiveX controls and plug-ins.
5) For Automatic prompting for ActiveX controls, click Enable.
6) Scroll down to Download signed ActiveX controls and click Enable or Prompt.
7) Scroll down to Run ActiveX controls and plug-ins and click Enable or Prompt.
8) Scroll down to Script ActiveX controls marked safe for scripting and click Enable or Prompt.
9) Click OK, and then click OK again. (You may need to restart your computer.)

Select your preferred language.
Payment Gateway supports the following languages: English (English [en] or English (United States) [en-US]), Azerbaijani (Azeri [az]). How to change language settings in Internet Explorer:
1) Open Internet Explorer
2) Click the Tools Button at the top-right of your browser window (older versions click the Tools menu)
3) Click Internet Options menu item from the drop-down menu
4) The General tab should already be selected, if not then select it
5) Under the Appearance heading, click the Languages button
6) To add a language: click the Add button, select a language, then click the OK button to add
7) To change the order of languages: Select a language, then click the Move Up or Move Down buttons. Top position is 1st preference, second is 2nd preference and so on
8) To remove a language: Select it from current languages, then click the Remove button to remove that language
9) When you have finished choosing your languages: click on the OK button to the Language Preference window, then OK to the Internet Options window
10) 

3. [bookmark: _Toc452657659]Start Payment Gateway server
[bookmark: _Toc452657660]Service registration
This step is required for Windows only.
From the folder <server-install-dir>\jboss-6.1.0.Final\bin run command as administrator
service.bat install
It creates Windows service PaymentGateway. Add the Log on as a service right to an account.
If you need to give it a different name, you can do it this way:
set SVCNAME=servicename
service.bat install
[bookmark: _Toc452657661]Starting Payment Gateway
For Windows:
Start Payment Gateway service.
For Linux:
Run <server-install-dir>/jboss-6.1.0.Final/bin/run.sh
[bookmark: _Toc452657662]Stopping Payment Gateway
For Windows:
Stop Payment Gateway service.
For Linux:
Run <server-install-dir>/jboss-6.1.0.Final/bin/shutdown.sh
[bookmark: _Toc452657663]Test installation
In a web browser on the server machine open URL https://localhost:<port>/portal Login as system password 1. The result: Payment Gateway homepage is displayed. Please follow Troubleshooting installation in case of failure.
<port> - TCP port for SSL connection to the Payment Gateway.
Through web interface change password, synchronize dictionaries with central server, setup participant and required users.
[bookmark: _Toc452657664]Troubleshooting installation
	Problem
	Possible solution

	Payment Gateway service is started. After few minutes browser doesn't open login screen.
	1. Open browser on the same machine. If portal.ssl.port parameter in portal.properties file specifies the port other than default 443, then the URL must include the port. For instance https://localhost:8743/portal If login screen appears from localhost then check the network configuration (firewals, ports etc.).
2. If SSL client authentication is on (portal.ssl.clientAuth=true) make sure that client certificate is installed on the machine.
3. Check <jboss-home>\server\default\log\boot.log file. Search for "ERROR" pattern (case sensitive).

	Payment Gateway service is started. Browser shows login screen. But after entering system/1 blank login screen appears again with some error information like "Query failed"
	1. Check database connection parameter in portal.properties. Check that database server is available and running.
2. Check <jboss-home>\server\default\log\boot.log file. Search for "ERROR" pattern (case sensitive).

	Payment Gateway services shows an error message during start. 
Service doesn't start.
	1. Check parameter set JAVA_HOME in portal.properties. It must point to the folder with JDK installed.
2. Check <jboss-home>\server\default\log\run.log file. Search for "ERROR" pattern (case sensitive).

	Web interface forms does not work properly after changing server system time.
	For correct server system time change please follow procedure:
1. Stop TMS/X Payment Gateway service
2. Change system time
3. Start TMS/X Payment Gateway service
In case of automatic time change (switch to winter/summer time) Payment Gateway service also should be restarted.





4. [bookmark: _Toc452657665][bookmark: _Toc410656009]Upgrading of Payment Gateway server 
If you already have a Payment Gateway Server installed and you need to upgrade it, follow the instructions below.
Before upgrading Payment Gateway server make sure that the file deploy.properties is configured properly as described in Payment Gateway server installation.
Upgrade steps
1. Stop Payment Gateway server.
2. Run
java -jar paymentGatewaySetup-xxx.jar -propertyfile deploy.properties
Payment Gateway distribution package has a version-specific name. For example paymentGatewaySetup-2.5.jar.
3. Check BUILD SUCCESSFUL line in a console after run. Check install.log in case of any errors.
The current version of Payment Gateway is displayed on the footer of each page of user interface.
5. [bookmark: _Toc452657666]
Archiving 
The main purpose of TMS/X Payment Gateway DB archiving is to keep DB size nearly constant. It's important because of performance issues and existing limitations of some RDBMS (i.e. Oracle eXpress Edition (XE)). It is recommended to perform archiving on regular basis. The recommended period is after every working day.
The archiving process has two steps:
1) Export data via particular RDBMS export utility.
2) Deletion of old data
The first step exports all application data of TMS/X Payment Gateway including dictionaries, users, payment instructions, etc. All application data of TMS/X Payment Gateway is stored under single DB user (schema) configured during installation procedure. In the first step all database objects of this user must be exported (as a dump).
The second step deletes history data of TMS/X. The history data is payments, batches, messages, images, their links. All these records have timestamps. So the records with timestamps older than specified amount of days are deleted.
It is important that the second step must be executed only after successful finish of the first step.
The number of days to keep history is specified as a parameter. Actual value depends on the number of payments processed by TMS/X instance daily and the power of machines.
After completing these steps, you can import one of the old dumps to the archive schema database and view the old data in the interface.
Prerequisites
Export step should be performed with DB vendor utilities. Please refer to vendor specific documentation for details.
Archiving procedure must be performed with the current version of distribution package. So the installed Payment Gateway version must be the same as distribution package used for archiving.
Archiving configuration parameters are listed in the table below.
	Parameter Name
	Description
	Sample

	portal_archive.db.connectionurl
	Database connection URL to archive schema
	jdbc:oracle:thin:@localhost:1521:XE

	portal_archive.db.user
	Database archiving user name
	PG_ARCH

	portal_archive.db.password
	Database archiving user password
	PG_ARCH

	portal.general.db_archiving.command
	Database archiving export command
	c:\\lvpcss\\pg\\arch\\dump_export.bat

	portal.general.db_archiving.import_command
	Database archiving import command
	c:\\lvpcss\\pg\\arch\\dump_import.bat

	portal.general.db_archiving.dump_directory
	Oracle directory where archive dumps are located
	c:\\lvpcss\\pg\\arch\\dpdump

	portal.general.db_archiving.store_days
	Default archiving store days
	7

	portal.general.db_archiving.output_encoding
	Archiving command output stream encoding
	UTF-8



Procedure
Create two scripts for export and import (along the path prescribed in the above parameters).

Export data from the database
Export script receives the following external arguments:
1) Store days
2) Minimum business day
3) Maximum business day
4) Dump directory
Example export script, change settings (in section “Initial parameters of archiving”) as appropriate:
@echo off
chcp 1251

echo ------------------------------------------------------
echo --- Export DB command
echo ------------------------------------------------------
echo --- storedays:         %1            
echo --- min business day:  %2 
echo --- max business day:  %3 
echo --- dump directory:    %4 
echo ------------------------------------------------------

rem -------------------------------------------------------
rem --- Initial parameters of archiving
rem -------------------------------------------------------
rem -- Database administrator name
set dba_user=SYSTEM
rem -- Database administrator password
set dba_password=SYSTEM
rem -- Database TNS
set db_tns=localhost:1521/XE
rem -- Main database schema
set dump_schema=PG
rem -- Oracle directory to export the dump
set ora_export_dir=DATA_PUMP_DIR


expdp %dba_user%/%dba_password%@%db_tns% DIRECTORY=%ora_export_dir% schemas=%dump_schema% dumpfile=dump_%2_%3.dmp logfile=dump_export_%2_%3.log

IF %ERRORLEVEL% NEQ 0 GOTO ERROR

EXIT 0

:ERROR

EXIT 1

Deletion of old data
If archiving is performed from the program interface, procedure for removing old data is started automatically after export.

Import data in an archive database schema
Import script receives the following external arguments:
1) Name of the dump file
2) Dump directory
Example import script, change settings (in section “Initial parameters of archiving”) as appropriate:
@echo off
chcp 1251

echo ------------------------------------------------------
echo --- Import DB command
echo ------------------------------------------------------
echo --- dump file:         %1            
echo --- dump directory:    %2 
echo ------------------------------------------------------

rem -------------------------------------------------------
rem --- Initial parameters of archiving
rem -------------------------------------------------------
rem -- Path to the script folder
set filepath=%~dp0
rem -- Database administrator name
set dba_user=SYSTEM
rem -- Database administrator password
set dba_password=SYSTEM
rem -- Database TNS
set db_tns=localhost:1521/XE
rem -- Main database schema
set dump_schema=PG
rem -- Archival database schema
set archive_schema=PG_ARCH
rem -- User password archives
set archive_password=PG_ARCH
rem -- Oracle directory to import a dump
set ora_import_dir=DATA_PUMP_DIR
rem -- Path to the latest version of the distribution
set update_path=C:\LVPCSS\PG\paymentGatewaySetup-4.01-20160622.165352-665.jar
rem -- Path to the update configuration file
set update_props=%filepath%\update.properties


echo ------------------------------------------------------
echo --- Kill all sessions and drop old schema
echo ------------------------------------------------------
sqlplus %dba_user%/%dba_password%@%db_tns% as sysdba @%filepath%\KILL_ALL_SESSIONS_3031.sql %archive_schema%
sqlplus %dba_user%/%dba_password%@%db_tns% as sysdba @%filepath%\KILL_ALL_SESSIONS.sql %archive_schema%
sqlplus %dba_user%/%dba_password%@%db_tns% as sysdba @%filepath%\DROP_SCHEMA.sql %archive_schema%

echo ------------------------------------------------------
echo --- Import new schema from dump_schema to archive_schema
echo ------------------------------------------------------
impdp %dba_user%/%dba_password%@%db_tns% DIRECTORY=%ora_import_dir% dumpfile=%1 REMAP_SCHEMA=%dump_schema%:%archive_schema% LOGFILE=dump_import.log

echo ------------------------------------------------------
echo --- Update imported schema
echo ------------------------------------------------------
sqlplus %dba_user%/%dba_password%@%db_tns% as sysdba @%filepath%\PASSWORD.sql %archive_schema% %archive_password%
java -jar %update_path% installDB -propertyfile %update_props%

IF %ERRORLEVEL% NEQ 0 GOTO ERROR

EXIT 0

:ERROR

EXIT 1


Contents of the additional files
1) KILL_ALL_SESSIONS_3031.sql
Prompt KILL_ALL_SESSIONS_3031.sql
--
-- Terminate all client sessions connected as archiving user
-- (otherwise will not be able to drop)
--

set pagesize 0 feedback off verify off heading off echo off suffix "" sqlprompt "" linesize 2000 trimspool on
spool __sessions_list_3031.sql

SELECT 'declare f30 exception; f31 exception; Pragma EXCEPTION_INIT(f30,-30); Pragma EXCEPTION_INIT(f31,-31); begin execute immediate ''alter system disconnect session '''''||s.sid||','||s.serial#||',@'||s.inst_id||''''' immediate''; exception when f30 then null; when f31 then null; end;'||chr(10)||chr(13)||'/'
  FROM gv$session s JOIN gv$process p 
    ON p.addr = s.paddr AND p.inst_id = s.inst_id
 WHERE s.type != 'BACKGROUND' AND s.STATUS != 'KILLED' AND s.username = '&1';

spool off;

@__sessions_list_3031.sql
host del __sessions_list_3031.sql

exit;

2) KILL_ALL_SESSIONS.sql
Prompt KILL_ALL_SESSIONS.sql
--
-- Terminate all client sessions connected as archiving user
-- (otherwise will not be able to drop)
--

set pagesize 0 feedback off verify off heading off echo off suffix "" sqlprompt "" linesize 2000 trimspool on
spool __sessions_list.sql

SELECT 'alter system disconnect session '''||s.sid||','||s.serial#||',@'||s.inst_id||''' immediate;'
  FROM gv$session s JOIN gv$process p 
    ON p.addr = s.paddr AND p.inst_id = s.inst_id
 WHERE s.type != 'BACKGROUND' AND s.STATUS != 'KILLED' AND s.username = '&1';

spool off;

@__sessions_list.sql
host del __sessions_list.sql

exit;

3) DROP_SCHEMA.sql
Prompt DROP_SCHEMA.sql
DROP USER &1 CASCADE;
exit;

4) PASSWORD.sql
Prompt PASSWORD.sql
SET TERMOUT OFF;
ALTER USER &1 IDENTIFIED BY &2;
SET TERMOUT ON;
exit;

5) update.properties
db.user=PG_ARCH
db.password=PG_ARCH
db.jdbc.string=jdbc:oracle:thin:@localhost:1521:XE
db.type=oracle

Menu interface
In a web browser open URL https://<server>:<port>/portal/, where
<port> - TCP port for SSL connection to the Payment Gateway
<server> - name or ip address of the Payment Gateway server
Login as a user with rights to export and import archives. Open menu Archive:
[image: ]

Export
Select menu Export from Archive. Click on Start to run the export script. You can monitor the process in command output window. To update the status, click Refresh. In the case of export success, the status will change to “Archiving is finished”.
[image: ]



Import
Select menu Import from Archive. Select dump file from the list for import. 
[image: ]

Click on Start to run the import script. You can monitor the process in command output window. To update the status, click Refresh. In the case of import success, the status will change to “Finished”.
[image: ]
[bookmark: _GoBack]
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Initial settings
[bookmark: _Toc452657668]First Login
In a web browser on the server machine open URL https://<server>:<port>/portal/, where
<port> - TCP port for SSL connection to the Payment Gateway
<server> - name or ip address of the Payment Gateway server
Login as system password 1. After successful login you will see homepage containing the menu bar. 
[image: ]

Menu bar initially consists of the following elements:
· Home – link to homepage
· Parameters – menu to configuring users and synchronization with BCS/X system
· Tasks – menu allows to approve or decline system requests (for example, user creation)
· Current Period – current day and period in the BCSX system
· Connection Status – status of the connection
· Active User – menu to control the current user session (displayed as the user name)
· Login Information – last successful login time
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Change password for sysadmin user “system”. To do this, click on user system and select Change Password. 
[image: ]

In the page that appears, enter the old and new password then click Change.
[image: ]

Synchronize dictionaries with central server. Click Parameters and select the desired item for which you want to synchronize (For example, Correspondents). 
[image: ]

You need to synchronize the following directory: Correspondents, Reject Reasons, Transaction type codes, Currencies, Participants Accounts, Priorities, Branches, Treasury Customers, Budget Levels, Treasury Destinations.

In the page that appears, click on the Synchronize (Login credentials shall be provide by Central Bank administrators and recorded in the parameters synchronization.user_name, synchronization.user_password in the portal.properties configuration file). Before synchronizing, verify that an active connection is up.
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Press Confirm.
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[bookmark: _Toc452657669]Configuring participant and creating users
Configure participant. You need to configure a participant record corresponding to your bank in the dictionary of participants. List of correspondents must be synchronized. Select Participants from Parameters.
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Click Edit. Required fields are marked with an asterisk (*). Press Save.
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Create required users. Select Users from Parameters and click on Add. 
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Set properties of the user. Required fields are marked with an asterisk (*).To assign the certificate to the user enter certificate information in the field Certificate CN, click Load and select certificate. Press Create.
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Click on the task Title from Tasks. Approve user creation.
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Go to Parameters -> Users. Click on user and press Change Password. In the page that appears, enter new password then click Change.
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[bookmark: _Toc452657670]Creating and assigning roles
Create roles for users. If you want to create a role, than select Roles from Parameters and click Add.
[image: ]

Enter name, description, select authorities and click Add.
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……………………………………………………………………………………………………………
[image: ]
[image: ]

Select Participant in menu Parameters and click Change roles (red lock icon) for your participant to add\remove the ability to assign roles. Mark the desired roles and click Change.
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Assign role. Assign role (for example, Test) to created user (for example, ACJTAZ20OP01). To do this, open Users from Parameters and click on user.
[image: ] 

From “Roles available for assignment” select desired role (plus icon) and waiting for notification, then press Cancel. 
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Click menu Tasks and approve (press “Assign role to user” and press Approve).
[image: ]
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Go to Parameters -> Users and click on user (who has been assigned the role). Check field “Assigned roles”.
[image: ]

“Maker-Checker” for assign roles to the users or create user with confirmation. Create two users (<user-maker> - for making a request to change user roles or create user, <user-checker> - for approving a request on changes) or use the already created users for make and check role/user. 
Select Participant in menu Parameters and click Change roles (red lock icon) for your participant to add\remove the ability to assign roles. Mark the desired roles User Role Maker, User Role Checker and click Change.
Add User Role Maker to <user-maker> and User Role Checker to <user-checker>. To do this, open Users from Parameters and click on <user-checker>. 
To send a request to add\remove role login as <user-maker>. Open Users from Parameters and click Edit (pencil icon). Add role: from “Roles available for assignment” select desired role (plus icon) and press Update. Remove role: from “Assigned roles” select desired role (minus icon) and press Update. To approve a request to add\remove role login as <user-checker>. Click menu Tasks and approve (press “Assign role to user” and press Approve).
To send a request to create user login as <user-maker>. Open Users from Parameters and click on Add. Set properties of the user. Required fields are marked with an asterisk (*).To assign the certificate to the user enter certificate information in the field Certificate CN, click Load and select certificate. Press Create. To approve a request to create user login as <user-checker>. Click menu Tasks and approve (press “Approve\decline user creation” and press Approve creation).

The initial list of available roles. Below describes the standard roles:
· System Administrator - Role for the user system
· Bank Administrator - Role allowing configure users, roles and synchronize the directories
· Operator - Role allowing payments capturing
· Operator Checker - Role allowing check and edit payments
· Verificator - Role allowing verify or reopen batch
· Authorizer - Role allowing authorize or reopen batch
· Controller - Role allowing create and send file
· User Role Maker - Role gives the permission for making request to change user roles or create user
· User Role Checker - Role gives the permission for approving request to change user roles or create user 

[bookmark: _Toc411348107][bookmark: _Toc438497303][bookmark: _Toc444799474][bookmark: _Toc452657671]APPENDIX 1: WSDL published by PPG
Example of wsdl published by Participant Payment Gateway.
<wsdl:definitions name="MessageServiceService" targetNamespace="http://ws.integration.portal.cma.ru/" xmlns:ns1="http://schemas.xmlsoap.org/soap/http" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://ws.integration.portal.cma.ru/" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
   <wsdl:types>
      <xs:schema attributeFormDefault="unqualified" elementFormDefault="unqualified" targetNamespace="http://ws.integration.portal.cma.ru/" xmlns:xs="http://www.w3.org/2001/XMLSchema">
         <xs:element name="getMessage" type="tns:getMessage"/>
         <xs:element name="getMessageList" type="tns:getMessageList"/>
         <xs:element name="getMessageListResponse" type="tns:getMessageListResponse"/>
         <xs:element name="getMessageResponse" type="tns:getMessageResponse"/>
         <xs:element name="getNextIncomingMessage" type="tns:getNextIncomingMessage"/>
         <xs:element name="getNextIncomingMessageResponse" type="tns:getNextIncomingMessageResponse"/>
         <xs:element name="importBatch" type="tns:importBatch"/>
         <xs:element name="importBatchResponse" type="tns:importBatchResponse"/>
         <xs:element name="importFile" type="tns:importFile"/>
         <xs:element name="importFileResponse" type="tns:importFileResponse"/>
         <xs:element name="importTextMessage" type="tns:importTextMessage"/>
         <xs:element name="importTextMessageResponse" type="tns:importTextMessageResponse"/>
         <xs:complexType name="getMessageList">
            <xs:sequence>
               <xs:element minOccurs="0" name="valuedate" type="xs:dateTime"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="getMessageListResponse">
            <xs:sequence>
               <xs:element maxOccurs="unbounded" minOccurs="0" name="message" type="tns:messageInfo"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="messageInfo">
            <xs:sequence>
               <xs:element minOccurs="0" name="mir" type="xs:string"/>
               <xs:element minOccurs="0" name="mur" type="xs:string"/>
               <xs:element minOccurs="0" name="reference" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="serviceFaultInfo">
            <xs:sequence>
               <xs:element minOccurs="0" name="message" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importFile">
            <xs:sequence>
               <xs:element minOccurs="0" name="msgFields" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importFileResponse">
            <xs:sequence/>
         </xs:complexType>
         <xs:complexType name="getMessage">
            <xs:sequence>
               <xs:element minOccurs="0" name="mir" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="getMessageResponse">
            <xs:sequence>
               <xs:element minOccurs="0" name="message" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importTextMessage">
            <xs:sequence>
               <xs:element minOccurs="0" name="msgFields" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importTextMessageResponse">
            <xs:sequence/>
         </xs:complexType>
         <xs:complexType name="getNextIncomingMessage">
            <xs:sequence>
               <xs:element minOccurs="0" name="lastmir" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="getNextIncomingMessageResponse">
            <xs:sequence>
               <xs:element minOccurs="0" name="message" type="tns:message"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="message">
            <xs:sequence>
               <xs:element minOccurs="0" name="docType" type="xs:string"/>
               <xs:element minOccurs="0" name="messageText" type="xs:string"/>
               <xs:element minOccurs="0" name="mir" type="xs:string"/>
               <xs:element minOccurs="0" name="modifDate" type="xs:dateTime"/>
               <xs:element minOccurs="0" name="mur" type="xs:string"/>
               <xs:element minOccurs="0" name="reference" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importBatch">
            <xs:sequence>
               <xs:element minOccurs="0" name="msgFields" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="importBatchResponse">
            <xs:sequence/>
         </xs:complexType>
         <xs:element name="ServiceFault" nillable="true" type="tns:serviceFaultInfo"/>
      </xs:schema>
   </wsdl:types>
   <wsdl:message name="importTextMessageResponse">
      <wsdl:part element="tns:importTextMessageResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getMessageList">
      <wsdl:part element="tns:getMessageList" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="importFile">
      <wsdl:part element="tns:importFile" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getMessage">
      <wsdl:part element="tns:getMessage" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="importFileResponse">
      <wsdl:part element="tns:importFileResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getMessageResponse">
      <wsdl:part element="tns:getMessageResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getNextIncomingMessageResponse">
      <wsdl:part element="tns:getNextIncomingMessageResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="ServiceFault">
      <wsdl:part element="tns:ServiceFault" name="ServiceFault"/>
   </wsdl:message>
   <wsdl:message name="importBatchResponse">
      <wsdl:part element="tns:importBatchResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="importTextMessage">
      <wsdl:part element="tns:importTextMessage" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getNextIncomingMessage">
      <wsdl:part element="tns:getNextIncomingMessage" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="importBatch">
      <wsdl:part element="tns:importBatch" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="getMessageListResponse">
      <wsdl:part element="tns:getMessageListResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:portType name="MessageService">
      <wsdl:operation name="getMessageList">
         <wsdl:input message="tns:getMessageList" name="getMessageList"/>
         <wsdl:output message="tns:getMessageListResponse" name="getMessageListResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
      <wsdl:operation name="importFile">
         <wsdl:input message="tns:importFile" name="importFile"/>
         <wsdl:output message="tns:importFileResponse" name="importFileResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
      <wsdl:operation name="getMessage">
         <wsdl:input message="tns:getMessage" name="getMessage"/>
         <wsdl:output message="tns:getMessageResponse" name="getMessageResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
      <wsdl:operation name="importTextMessage">
         <wsdl:input message="tns:importTextMessage" name="importTextMessage"/>
         <wsdl:output message="tns:importTextMessageResponse" name="importTextMessageResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
      <wsdl:operation name="getNextIncomingMessage">
         <wsdl:input message="tns:getNextIncomingMessage" name="getNextIncomingMessage"/>
         <wsdl:output message="tns:getNextIncomingMessageResponse" name="getNextIncomingMessageResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
      <wsdl:operation name="importBatch">
         <wsdl:input message="tns:importBatch" name="importBatch"/>
         <wsdl:output message="tns:importBatchResponse" name="importBatchResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
   </wsdl:portType>
   <wsdl:binding name="MessageServiceServiceSoapBinding" type="tns:MessageService">
      <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
      <wsdl:operation name="getMessageList">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="getMessageList">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="getMessageListResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
      <wsdl:operation name="importFile">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="importFile">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="importFileResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
      <wsdl:operation name="getMessage">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="getMessage">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="getMessageResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
      <wsdl:operation name="importTextMessage">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="importTextMessage">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="importTextMessageResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
      <wsdl:operation name="getNextIncomingMessage">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="getNextIncomingMessage">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="getNextIncomingMessageResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
      <wsdl:operation name="importBatch">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="importBatch">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="importBatchResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
   </wsdl:binding>
   <wsdl:service name="MessageServiceService">
      <wsdl:port binding="tns:MessageServiceServiceSoapBinding" name="MessageServicePort">
         <soap:address location="https://localhost:8743/integration-az/webservices/message"/>
      </wsdl:port>
   </wsdl:service>
</wsdl:definitions>



[bookmark: _Toc452657672]APPENDIX 2: WSDL published by client
Example of wsdl published by Participant Core Banking System.
<wsdl:definitions name="ExportIncomingMessagesServiceService" targetNamespace="http://pg-integration.cbar.az/ExportIncomingMessages" xmlns:ns1="http://schemas.xmlsoap.org/soap/http" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://pg-integration.cbar.az/ExportIncomingMessages" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
   <wsdl:types>
      <xs:schema attributeFormDefault="unqualified" elementFormDefault="unqualified" targetNamespace="http://pg-integration.cbar.az/ExportIncomingMessages" xmlns:xs="http://www.w3.org/2001/XMLSchema">
         <xs:element name="exportMessage" type="tns:exportMessage"/>
         <xs:element name="exportMessageResponse" type="tns:exportMessageResponse"/>
         <xs:complexType name="exportMessage">
            <xs:sequence>
               <xs:element minOccurs="0" name="messageText" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:complexType name="exportMessageResponse">
            <xs:sequence/>
         </xs:complexType>
         <xs:complexType name="serviceFaultInfo">
            <xs:sequence>
               <xs:element minOccurs="0" name="message" type="xs:string"/>
            </xs:sequence>
         </xs:complexType>
         <xs:element name="ServiceFault" nillable="true" type="tns:serviceFaultInfo"/>
      </xs:schema>
   </wsdl:types>
   <wsdl:message name="ServiceFault">
      <wsdl:part element="tns:ServiceFault" name="ServiceFault"/>
   </wsdl:message>
   <wsdl:message name="exportMessage">
      <wsdl:part element="tns:exportMessage" name="parameters"/>
   </wsdl:message>
   <wsdl:message name="exportMessageResponse">
      <wsdl:part element="tns:exportMessageResponse" name="parameters"/>
   </wsdl:message>
   <wsdl:portType name="ExportIncomingMessagesPortType">
      <wsdl:operation name="exportMessage">
         <wsdl:input message="tns:exportMessage" name="exportMessage"/>
         <wsdl:output message="tns:exportMessageResponse" name="exportMessageResponse"/>
         <wsdl:fault message="tns:ServiceFault" name="ServiceFault"/>
      </wsdl:operation>
   </wsdl:portType>
   <wsdl:binding name="ExportIncomingMessagesServiceServiceSoapBinding" type="tns:ExportIncomingMessagesPortType">
      <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
      <wsdl:operation name="exportMessage">
         <soap:operation soapAction="" style="document"/>
         <wsdl:input name="exportMessage">
            <soap:body use="literal"/>
         </wsdl:input>
         <wsdl:output name="exportMessageResponse">
            <soap:body use="literal"/>
         </wsdl:output>
         <wsdl:fault name="ServiceFault">
            <soap:fault name="ServiceFault" use="literal"/>
         </wsdl:fault>
      </wsdl:operation>
   </wsdl:binding>
   <wsdl:service name="ExportIncomingMessagesServiceService">
      <wsdl:port binding="tns:ExportIncomingMessagesServiceServiceSoapBinding" name="ExportIncomingMessagesPortTypePort">
         <soap:address location="https://localhost/emulator/webservices/exportIncomingMessages"/>
      </wsdl:port>
   </wsdl:service>
</wsdl:definitions>
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